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ABSTRACT: 

A Mobile Adhoc Network (MANET) is composed of nodes which are spatially distributed over a geographical 

region. The nodes are autonomous in nature and the network is an infrastructure less network. Each node in the 

network is free to move in any direction and the links between the nodes will be changed frequently. Each node 

in the network forwards data packets from other nodes and behaves like a router which receives packets from 

source nodes and forwards it towards destination nodes. In MANET the security plays a major role and this area 

has grasped many researchers to propose solutions to various issues and challenges in MANET especially in the 

area of intrusion detection. This paper focuses on establishing real time intrusion detection in MANET using deep 

neural networks. The deep neural network is able to classify the network traffic as either normal or abnormal. The 

neural network based intrusion detection is not limited to a particular type of attack. The model eliminates the 

need for human effort to write signature of various attacks. The model is trained with historic data to classify the 

type of abnormality in the traffic such as Gray hole, black hole, forging, packet dropping, and flooding attacks. 

The accuracy of the model in classifying the network traffic is high when compared to other models designed to 

address the same problem.  

KEYWORDS: MANET, intrusion detection, deep neural network, network traffic. 

 

1. INTRODUCTION 

A mobile ad hoc network (MANET)[1] composed of nodes which can self-configure 

themselves and they don’t use any infrastructure to connect with other nodes wirelessly[2][3]. 

MANETs are highly dynamic and their topology is autonomy in nature [4]. Because of their 

nature MANET demands specific and unique security requirements. MANET is prone to 

security attacks because of its shared wireless communication medium, multi-hop adhoc data 

transmission and deployment in unprotected physical location. The network must be protected 

from not only external attacks but also from attacks from selfish and malicious nodes present 

in the network. Many mechanisms and approaches have been proposed in various literatures to 

ensure security against specific attacks in MANET. Many of these approaches ensure security 

up to only certain extent and Intrusion Detection System is one such efficient solution to safe 

guard network against multiple security attacks. The intrusion detection mechanism forms as a 

first step in ensuring the safety and security in the MANET. There are various types of attacks 

possible in the network which degrades the overall performance of the network. The attacks in 

the MANET can be categorized as external, internal, wormhole, black hole, flooding, link 

spoofing, replay, and link with holding attacks.  
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In the case of link spoofing attack a malicious node disrupts the routing operation by 

advertising fake links with the non-neighboring nodes. In link with holding attack the link 

losses appears to be in more common due to the ignorance of malicious node to advertise the 

links of specific nodes. The link with holding attack causes serious issues in OLSR routing 

protocol. In MANET the links between the nodes are not stable in nature as the nodes move 

dynamically within a geographical area. The topology of the network is not constant over 

various periods of network simulation. In a replay attack [11] the malicious node records and 

sends the control messages of a valid node to other nodes. The nodes receive stale routes from 

the malicious node and update the same in their respective routing table. A specific legitimate 

node is impersonated by a malicious node to disturb the routing operation in MANET. 

The attacks in the MANETs are primarily categorized based on their origin and based on attack 

nature. Based on origin the attacks are further divided in to two categories namely Internal and 

External attacks. The attacks are categorized as active or passive attacks based on their nature. 

The IDS can be categorized in to two classes; Signature based and Anomaly based [2, 3]. 

Anomaly based IDS is capable of discriminating the normal traffic and abnormal traffic in the 

network. I can also able to discriminate between the normal and new attack type but it suffers 

from high false alarming rate and false positive alarms. Signature based attacks are efficient in 

detecting the multiple attacks whose attack pattern or signature is known already. It cannot able 

to detect the new attack which it has not seen earlier. The IDS enables the sending nodes in the 

network to select a safe and secure routing path to the destination. The anomaly based detection 

is implemented in [4] with proactive routing protocols. The IDS can be implemented in case 

of reactive routing protocols also [5, 6]. The IDS mechanism can be implemented at each node 

(node based) or central node in the network (network-based). As the MANET nodes are 

operating with less energy sources implementing the IDS in each of the node will not be 

feasible. Hence a network based IDS which analyses the traffic flow in the network to identify 

the known attacks is more efficient when compared to the other approach.  

This paper attempts to design and model network based deep neural classifier that can 

efficiently detect the abnormal traffic patterns and classify the attack category respectively. 

The paper is organized as follows. This paper presents a detailed review of various efficient 

IDS mechanism proposed for MANET in section 2. Section 3 describes the architecture of deep 

neural network and the Section 4 briefs about the process of collecting network traffic data and 

the network simulation environment. The section 5 briefs about the experimental results and 

the quality metrics used for the comparison of the employed classification models. Finally the 

Section 5 concludes the paper. 

 

2. RELATED WORK 

A simple mechanism to implement intrusion detection is to train a classifier using historic 

network traffic data to classify the normal and abnormal traffic data in the network. The 

objective of the classification process is to minimize the overall classification error. In the 

classification of network traffic the cost of undetected attack is high when compared to the cost 

of giving a false alarm. Intrusion detection is a hot area of research in the field of MANET and 
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many researchers have developed various approaches like rule based and anomaly detection 

systems. In this paper an intrusion detection system is developed using classification 

algorithms. A detailed review of various other approaches and algorithms for intrusion 

detection is conducted. In [5] the first IDS approach for MANET was proposed and the 

proposed method adopted a distributed and co-operative approach. This became a guide for 

designing anomaly based IDS. The routing information available on the MAC layer is used for 

detecting the intruders based on anomaly approach. In [6] the authors have extended the 

previous work by introducing a cluster based IDS which focused on implementing the proposed 

IDS approach in a resource constraint environment. From the routing tables statistical features 

were extracted and using classification decision trees the network traffic was classified as either 

normal or abnormal. This approach is capable of identifying the source of the attack provided 

the intrusion originated at a one hop distance. In [7] the authors have proposed two distributed 

ID approaches. The ID follows a hierarchical and distributed approach respectively. They used 

Support Vector Machine (SVM) for the classification of intrusion and main focus is on 

analyzing the intrusion detection in network layer. In the various experiments conducted they 

found that hierarchically distributed method yielded better results when compared to a fully 

distributed anomaly detection method. For the classification of abnormal traffic patterns a set 

of parameters are derived from the network layer.  

In another work proposed in [8] a completely distributed anomaly detection approach was 

proposed and the behavior of the mobile nodes is modeled using the information available in 

the MAC layer. Cross-feature analysis [9] was applied on the set of extracted feature vectors 

from the training data. In [10] a co-operative and distributed approach was used for intrusion 

detection utilizing the information available from the MAC, network and application layers. 

For classification a Bayesian classifier was used. 

From the work mentioned in [14] utilizes a three layered architecture of Recurrent Neural 

Network (RNN) with 41 features extracted from the network traffic data. The trained RNN is 

capable of detecting 4 categories of attacks. The performance of the model in discriminating 

the normal traffic from abnormal traffic was not discussed. The deep learning techniques will 

help to overcome various challenges in designing a real time network based IDS [15, 16].  

We've produced a new WSN dataset, termed WSN-DS, by Almomani and colleagues [17]. 

WSN included both standard network traffic and a variety of denial-of-service (DoS) assaults 

(including flooding, grayhole, blackhole, and scheduling attacks). The LEACH methodology 

was used in its development. In WSNs, this is one of the most prevalent hierarchical routing 

protocols. NS2 simulator to gather data. Artificial intelligence was implanted using a (WEKA) 

data-mining toolset. A neural network (ANN) is used to identify and classify the four different 

attacks. Classification was accomplished through the use of cross-validation with 10 folds and 

holdout splitting. According to the research, the algorithm ANN trained by WSN-DS obtained 

a high classification of DoS attacks, with the exception of the grayhole attack, whose detection 

rate is extremely low in comparison to the other methods used in the study. 

In order to detect Denial-of-Service (DoS) attacks in cluster-based WSNs, Dong et al. [18] 

suggested an intrusion detection model based on information gain ratio and Bagging algorithm. 
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When it came time to trim the fat, the authors turned to the information gain ratio. As a result 

of the Bagging algorithm's development, used to build an ensemble technique for training a 

group of C4.5 decision trees changing things for the better. NSL-KDD and WSN-DS were used 

to implement the proposed model. To test the model's performance, split the datasets. This 

technique offers improved better results than other techniques. 

There are a number of machine learning approaches that can be used to detect DoS attacks in 

WSNs, according to Abdullah et al. [19]. SVM, Naves Bayesian, Random Forest and Decision 

Tree classifiers were implemented using the WEKA data processing platform. WSN-DS is 

used as a dataset for the mining tool. This study found that the SVM classifier was the most 

accurate. Detection accuracy rate compared to the other intrusion detection systems techniques. 

 

3. PROPOSED MULTI LAYER DETECTION MODEL 

A framework for vulnerability scanning in WSN, shielded with a defense-in-depth method, is 

proposed in this work, resulting in increased system security overall. Both the Edge-based 

Method and the Cloud-based Method use machine learning methods to make it easier to spot 

attacks on the network that haven't been seen before (see Fig. 1 for an overview). This is a 

follow-up to our recent study [20]. This section provides an in-depth look at each of the 

methods that were used: 

A. First Detection Layer: Based on naive Bayes theory with our binary classifier [21], [22], we 

chose to keep things simple and not overwhelm the first detecting layer with false positives and 

false negatives. Because of its ease and computational efficiency, we chose the Naive Bayes 

algorithm as the classifier's foundation. This makes it a potential choice for generating real-

time decisions about examined packets. Relying on the well-known Bayesian theorem, the 

Naive Bayes classifier is well-suited to large datasets [23][27][28]. However, even in the most 

complex real-world situations, this classifier works very well and may outperform more 

advanced classification approaches. The Naive Bayes model is more computationally efficient 

than other Classifiers because it enables each feature to contribute equally and freely to the 

final judgement. 

B. Second Detection Layer: Using a Random Forest Because we're aiming for simplicity and 

speed in the decision-making process at the first layer, as we described in the previous part, the 

monitored traffic will be classified as either normal or malicious at that layer, with no more 

specifics about attack type. There are, however, advantages to using a cloud-based second layer 

of detection for suspicious traffic. This means that more algorithms and more rigorous 

examination may be carried out. A multi-class classifiers has been utilized to determine the 

sort of the assault launched, therefore offering suggestions for determining the best defense 

method. Every tree in the Random Forest classifier offers information on the class of each 

sample. The class with more votes at the conclusion of the categorization is chosen as the most 

likely class. To create a wide variety of decision trees, Breiman's concept of bagged with 

randomly picked features is used as the basis for this classifier's aggregation technique [24]. 

Decision Random forest classifier uses supervised learning techniques to generate trees, which 

are then utilized to solve classification and regression problems. Training multiple samples, 
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each with a set of attributes, yields unique rules that may be clearly understood because they 

are represented as a forest graph. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Real time Intrusion detection process 

4. DATASET 

For training and evaluating the DNN model a MANET has been simulated and a series of 

experiments were conducted. It is assumed that the network doesn’t have any infrastructure 

and Adhoc On-demand Distance Vector (AODV) routing protocol is used [14]. The network 

is simulated using NS2 network simulator. The network consists of 200 nodes placed randomly 

within an area of 1000x1000sq.mt. Each node is equipped with an antenna having 250m 

propagation and 2 Mbps of channel capacity. The nodes present in the network follows a 

random way point model. Before changing the position every node remains static for finite 

period of time and is referred as pause time. Each node moves from one position to another in 

a speed which ranges between 0 to maximum speed. The maximum speed of a node in the 

network is configured as 20 m/s. The total simulation period is fixed as 1200s. During the 

simulation period source nodes generates Constant Bit Rate (CBR) data traffic with a 

bandwidth of 2 Mbps. 

The size of the generated data packets is 512 bytes. Different scenarios have been simulated by 

varying the number of malicious node present in the network. The number of malicious nodes 

is varied between 5 and 20 and under each environment the performance of the trained deep 

neural model is analyzed. Also the performance of the model is analyzed by varying the 

sampling interval. If the value of sampling interval is high then the detection of intrusion will 

be slow.  
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In the simulations different types of attacks including flooding, black hole, packet dropping, 

and link spoofing attacks have been simulated to generate abnormal data traffic in the network. 

The features extracted from the normal data traffic are labeled as Normal and the abnormal 

data traffic are labeled with the respective type of attack. Once the simulations are completed 

the feature vectors used for training the neural model are extracted. The features must be 

selected in such a way that they can better represent the overall information available in the 

network and sufficiently they must be able to discriminate between normal and abnormal 

traffic.  

The following features are selected from the network layer the total number of data packets 

sent from each node, number of data packets received by each node, number of route request 

broadcasted  in the network, number of route error packets, number of changes in the route 

entries, and the number of packets dropped in the network. A training data set was generated 

for each of the sampling time interval. Each training data set consists of the above mentioned 

features for various pause time and number of malicious node in the network. Similarly a test 

data set for evaluating the performance of the model is also generated. 

 

5. EXPERIMENTS & RESULTS: 

During the experiments the ability of the Deep learning model in binary classification (normal 

vs anomaly traffic) and multi-class classification (classifying attack type) is analyzed. The 

generalization ability of the model depends on the values of the hyper-parameters especially 

on the value of learning rate. During the training phase if the value of learning rate is kept too 

low then the model behaves perfectly for training data and when tested on unseen new data its 

performance will be poor. The generalization ability of the model will become low and it cannot 

discriminate the new intrusion patterns in the test set.  

For assessing the performance of the classifier a series experiments are conducted under 

various conditions. During each of the experiment the model hyper parameters are varied and 

the deep neural network is trained based on a k-fold cross validation. Few hyper parameters 

considered in our experiments includes learning rate, number of hidden layers and the number 

of neural in each layer,  gradient momentum, rate of weight decay, dropout probability. The 

tuning of hyper-parameters is tough problem in deep learning which involves choosing a set of 

optimal hyper-parameters for the back propagation learning algorithm.  

The learning rate is adjusted during training phase in accordance with the loss function to find 

an optimal value. The learning rate is varied from higher to lower values and initially the value 

is kept high and every time using a scheduler defined in Equation below. 

ηt =  ηmin + (ηmax −  ηmin)(max(0, 1 − x)) 1 

where x =  [
iterations

stepsize
− 2 (

1+iterations 

2∗stepsize
) + 1] 2 

ηmin  and ηmax are the lower and upper bounds of the learning rate, iterations is the number of 

completed mini-batches. The Fig. 3 presents a plot of variation in the learning rate against loss 
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function value. When the value of learning rate is too low the model is not converging and 

when it is high the model starts diverging.  

 

Figure. 2: Loss vs learning rate 

When hyper parameters are tuned to an optimal value then the neural network will yield higher 

accuracy and lower error. The simple technique used for optimization of hyper parameter uses 

a grid search method, which is complex and exhaustive. The search process is guided through 

a cross validation score or based on the performance on the validation data [13]. For elimination 

of over fitting issue dropout regularization was adopted which helps to increase the 

generalization ability of the network. The activation functions introduce the non-linearity to 

the model and hence a non-linear decision boundary is produced. The hidden layer output are 

sent to the Rectified Linear Units (ReLU) and the output layer is given to a softmax activation. 

ReLU is a simple activation function which is represented as f(x) = max(x, 0)and Softmax 

activation estimates the class probability and it is expressed mathematically as  

σ(z)j =  
e

zj

∑ ezkK
k=1

 (3) 

The hyper parameters of the model are fine-tuned using cross validation algorithm wherein the 

training dataset is split in to non-overlapping k-folds (each subset is mutually exclusive and 

their union gives the complete training data set. For selecting the hyper parameters k models 

are built and trained with k-1 subsets of training samples where the kth model is evaluated using 

the dksubset. The average error of the model is estimated for different values of the hyper 

parameters and the set of hyper parameters which yields less average error is chosen as optimal 

values. 

In binary classification for discriminating the normal and abnormal data traffic the binary cross 

entropy loss function is used it can be calculated as: 

L(y, p) =  −(y. log(p) + (1 − y). log(1 − p)) (4) 
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For classifying the traffic patterns among different category of attacks the loss function was 

modified in such a way a separate loss for each class label per observation was calculated and 

summed together. 

L(y, p) =  − ∑ yo,clog (po,c)M
c=1  (5) 

Where M denoted the number of attacks The Random Forest classifier and Naïve Bayes 

classifiers were also trained with the same training data and compared with the results of the 

Deep Neural Network. For analyzing the performance of the classifiers Detection Rate (DR) 

and False Alarm (FA) are used. 

DR =  
TP

TP+FN
  , FA =  

FN

TN+FP
 (6) 

where TP, TN, FP, and FN are TRUE and FALSE positive and negatives of the classifier result 

respectively. The objective of the classification task is to reduce the false alarm and  

 

Figure 3: plot of Deep Neural Network accuracy on training and test data set 
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Figure 4: plot of Deep Neural Network losson training and test data set 

 

 

Figure 5: Comparison of classifiers based on Detection Rate 

The figure above presents the behavior of classifiers when the number of malicious node in the 

network is steadily increased. It was observed that the detection rate linearly decreases as the 

number of malicious node is increased. This is due the fact that the ratio of normal to the 

abnormal traffic in the network is low when the number of malicious node presents in the 

network is less. When the malicious node is increased the volume of abnormal traffic in the 

network is also increases and thereby the variation in between the observed traffic patterns is 
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less. Thus the detection rate of the classifiers steadily decreases. From the Fig 5 it is clear that 

the deep neural network achieves high detection rate and the Naives Bayes classifier gives the 

lowest detection rate. 

Second Layer Results and discussions: 

Attack 

Type 

Previous Results Proposed  Results % of 

change 

 TPR FPR FNR TNR P TPR FPR FNR TNR P P 

Normal 0.984 0.012 0.016 0.988 0.985 0.995 0.011 0.005 0.988 1.0 +0.3 

Flooding 0.958 0.003 0.420 0.997 0.923 0.965 0 0.035 1.0 0.995 0 

Scheduling 0.941 0.020 0.059 0.980 0.985 0.953 0.004 0.047 0.996 0.986 0 

Gray hole 0.689 0.005 0.311 0.950 0.923 0.758 0.001 0.242 0.999 0.999 +7.2% 

Black hole 0.910 0.025 0.090 0.975 0.658 0.952 0.001 0.048 0.999 0.99 +39% 

RF classifier is used to do a multi-class classification to identify the specific malicious 

communication on the second detection layer.in order to select the most effective line of 

defense; it could be observed that a reasonably high level of complexity was required Table II 

shows the results of the experiment. Therefore, a high level of detection enables more precise 

analysis countermeasures that the system will take on its own. For the most part, an IDS's 

primary goal is to achieve a high degree of accuracy. The number of cases anticipated by this 

measure [32] you’re right, but it's a little too obtrusive. On the basis of this, when comparison 

of RF classifier performance in comparisons between this research and a previous work that 

employed the same dataset, such as[24] shows that a greater degree of precision has been 

achieved.in which the accuracy of assaults detection was improved83 percent, 94 percent, 99.5 

percent, 95.6 percent, and 99 percent in Blackhole, Flooding, and Black HoleBeyond the usual 

threats, there are Grayhole attacks and scheduling accordingly, in the situation (without 

assaults). In this comparison, we can see that between the work done by [24] and the current 

project as shown in the diagrams in Figures 6 & 7, where we offer a model that improvement 

in TPR, TNR, FPR, and other performance metrics Comparison of FNR and Precision with 

earlier work. 

 

Figure 6: Existing Framework Results 
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Figure 7: Proposed Multilayer Detection Model Results 

 

6. CONCLUSION 

This paper analyzed the suitability of classification algorithms for the intrusion detection in 

MANETs. Especially the deep neural network was investigated in deep and it is compared with 

other classifiers such as Naïve Bayes classifier and random forest classifier. The performance 

of the classifiers was analyzed in terms of detection rate and false alarm. This paper also 

investigated in detail on the procedure for hyper parameter tuning in Deep Neural Network to 

yield better accuracy in detecting the abnormalities in the network. The classifiers were trained 

with the datasets covering different attack types at various levels of network mobility and level 

of abnormality. On comparing the obtained results it is observed that the Naïve Bayes classifier 

gives a poor result and the Deep Neural Network yields better results. The generalization ability 

of the network is high since the over fitting problem is eliminated by using dropout 

regularization during the training. It can be concluded that the intrusion detection approach 

using Deep Neural classifiers can be applied in real network scenarios. As a future work the 

trained classifiers may be tested in real time applications. Packet sniffing tools can be used to 

capture the network traffic and same set of features are extracted for evaluating the performance 

of the classifiers. The real time traffic data are manually labeled and compared against the 

predicted results from the classifier. 
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