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Abstract

The Internet of Things (IoT) has been deployed in a vast range of applications with exponential increases in data
size and complexity. Existing forensic techniques are not effective for the accuracy and detection rate of security
issues in IoT forensics. Cyber forensic comprises huge volume constraints that are processing huge volumes of
data in the Information and Communication Technology (ICT) comprises of IoT devices and platforms. Trust
blockchain is effective technology those are utilized to assess the tamper-proof records in all transaction in the
IoT environment. With the implementation of trust blockchain the record and transaction are processed with a
distributed ledger that is managed by the network nodes. The challenge associated with the trust blockchain in
IoT forensics is cost and security. To achieve significant cost-effectiveness organizations, need to evaluate the
risks and benefits associated with IoT forensics in the trust blockchain technology. In this paper, developed a
Block Chain Enabled Cyber-Physical system with distributed storage. The developed Blockchain model is termed
as Integrated Hadoop Blockchain Forensic Machin Learning (IHBF-ML). The IHBF-ML model uses the Hadoop
Distributed File System (HDFS) with cyberspace to improve security. Within the IHBF-ML model [oT data
communication is established with the smart contract. The smart contract-based blockchain process uses the
Machine Learning model integrated with Cat Boost classification model for anomaly detection. Cost in [oT
forensic is minimized with the parallel processing of the data through MapReduce Framework for the traffic
translation, extraction, and analysis of the dynamic feature traffic from the IoT environment. The experimental
analysis stated that constructed IHBF-ML model reduces the cost by ~25% than the other conventional blockchain
Ethereum and EOS.

Keywords: Blockchain, [oT Forensic, Hadoop Distributed File System (HDFS), Smart Contracts, MapReduce,
Machine Learning, Ethereum

1. INTRODUCTION

Forensics is a set of activities applied to a possible entity that involves the collection, analysis,
and presentation, to extract the evidence acceptable in the court of law. Network and Computer
Forensics is a field, which deals with an in-depth analysis of the captured data, to reveal
evidence, admissible in the court of law [1]. The audit, examination of Network and Computer
data for information congregation, encroachment detection, and legal evidence presentation is
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an integral part of the forensic process [2]. Computer and Network are forensic is a scientific
process to pinpoint, seize, extract, analyze, interpret, examine, document, and present evidence
involved in cybercrime. Generalized Cyber forensic consists of three broad phases (a)
collecting the evidence items (b) examining the evidence and (c) handling the evidence. Each
of these phases includes the sub-phases that may be required as a part of the particular case.
Collecting phase involves the elicitation, preserving and identifying seized items [3].
Examining phase involves analyzing, interpreting, and validating the evidence items. The
handling phase consists of documenting and presenting evidence in an admissible form for the
court of law. IoT (Internet of Things) forensics refers to the process of collecting, analyzing,
and interpreting digital evidence related to Internet-connected devices. As the number of
internet-connected devices continues to grow, the importance of [oT forensics is also increasing
[4]. ToT forensics involves analysing the data and logs generated by these devices to identify
potential security breaches, data breaches, or other suspicious activities. The data collected in
IoT forensics can be used in legal proceedings or investigations related to cybercrime, data
theft, or other security incidents. It requires a combination of technical knowledge, analytical
skills, and legal expertise to carry out successful IoT forensics investigations. IoT forensics is
a specialized area of digital forensics that deals with the collection, analysis, and interpretation
of digital evidence from internet-connected devices [5]. With the increasing number of IoT
devices in homes, offices, and public spaces, the potential for cyber-attacks and security
breaches is also increasing. As a result, there is a growing need for IoT forensics to identify,
analyze, and prevent cybercrimes and other security incidents involving IoT devices.

The process of IoT forensics typically involves collecting and analyzing data from various
sources, such as network traffic, device logs, and user accounts. The data collected from IoT
devices can be complex and diverse and may include data from sensors, cameras, microphones,
and other sensors that are part of the device [6]. The data can be analysed using specialized
forensic tools and techniques to identify potential security breaches, data breaches, or other
suspicious activities. IoT forensics investigations can be used in legal proceedings or
investigations related to cybercrime, data theft, or other security incidents. In such cases, the
data collected from IoT devices can be used as evidence to support the prosecution of
cybercriminals or to determine liability in cases involving data breaches or other security
incidents [7]. IoT forensics requires a combination of technical knowledge, analytical skills,
and legal expertise to carry out successful investigations. Forensic investigators must have a
deep understanding of the various types of IoT devices, their functionality, and the data they
generate. They must also be familiar with the different communication protocols and standards
used by IoT devices, as well as the security risks associated with these devices. Overall, [oT
forensics is an important field that helps to prevent cybercrimes and other security incidents
involving IoT devices [8]. By analyzing the data generated by these devices, forensic
investigators can identify potential security breaches and help organizations to take corrective
action to prevent future incidents. IoT forensics and trust blockchain can work together to
improve security and accountability in IoT systems by providing a transparent, tamper-proof
record of all transactions within the network. [oT forensics involves analyzing digital evidence
from IoT devices to identify security breaches, data breaches, and other suspicious activities
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[9]. The data collected from these devices can be complex and diverse, and may include data
from sensors, cameras, and other sensors that are part of the device. This data can be analysed
using specialized forensic tools and techniques to identify potential vulnerabilities and take
corrective action.

Trust blockchain, on the other hand, is a technology that can be used to provide a tamper-proof
record of all transactions within an IoT network. In a trust blockchain system, transactions are
recorded on a distributed ledger that is maintained by a network of nodes. Each node on the
network verifies and records transactions, ensuring that they are accurate and tamper-proof
[10]. This makes trust blockchain an ideal technology for securing IoT systems, as it can
provide a transparent and tamper-proof record of all activity. By using IoT forensics in
combination with trust blockchain, it is possible to create a secure and accountable [oT
network. For example, if a security breach occurs in the network, the data collected through
[oT forensics can be used to identify the source of the breach. This information can then be
used to take corrective action, such as removing the compromised device from the network or
updating the security protocols for the network. In addition, the transaction records on the trust
blockchain can provide a tamper-proof record of all activity within the network, which can be
used to identify suspicious activity and improve the overall security of the network [11].
Overall, the combination of IoT forensics and trust blockchain can help to improve the security
and reliability of IoT systems, ensuring that they are better equipped to handle the growing
number of connected devices and potential security threats. By providing a transparent and
tamper-proof record of all activity within the network, [oT forensics and trust blockchain can
help to create a secure and accountable IoT ecosystem. While IoT forensics and trust
blockchain have the potential to improve the security and accountability of IoT systems, there
are also several challenges associated with their use [12]. One of the main challenges with [oT
forensics is the sheer volume of data generated by IoT devices. [oT devices generate vast
amounts of data, which can be difficult to manage and analyze. This can make it challenging
for investigators to identify relevant data and extract useful information from it. Additionally,
the diversity of IoT devices and the lack of standardization in their data formats can make it
difficult to develop effective forensic tools and techniques. Another challenge with IoT
forensics is the need for specialized expertise [13]. Forensic investigators require a deep
understanding of the various types of IoT devices, their functionality, and the data they
generate. They must also be familiar with the different communication protocols and standards
used by IoT devices, as well as the security risks associated with these devices. This requires
specialized training and experience, which may be in short supply.

Trust blockchain also presents several challenges. One of the main challenges is scalability. As
the number of transactions within a trust blockchain network grows, the size of the ledger
increases, which can lead to performance issues. Additionally, the consensus mechanism used
by trust blockchain can also impact scalability, as more nodes are required to reach consensus
on each transaction [14]. Another challenge with trust blockchain is the potential for a 51%
attack. In a trust blockchain network, a 51% attack occurs when a single entity controls more
than 50% of the nodes on the network. This would allow the entity to manipulate the ledger
and potentially commit fraud or other malicious activities. Cost-effectiveness is an important
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challenge in the adoption of IoT forensic and trust blockchain technologies. These technologies
require significant investment in terms of both hardware and software infrastructure, as well as
specialized expertise and training. In terms of IoT forensics, the cost of hardware and software
infrastructure can be high. IoT devices generate vast amounts of data, which require specialized
tools and storage solutions to manage and analyse. Additionally, forensic investigators require
specialized training and experience, which can be expensive to obtain. Similarly, the cost of
implementing trust blockchain can also be high [15]. Trust blockchain requires significant
computing power and storage resources to maintain the distributed ledger. Additionally,
specialized expertise is required to set up and maintain the network, which can be expensive to
obtain. To address the challenge of cost-effectiveness, organizations may need to carefully
assess the risks and benefits of adopting [oT forensic and trust blockchain technologies. They
may also need to consider alternative solutions that may be more cost effective, such as cloud-
based solutions or outsourcing forensic investigations to third-party providers [16]. In addition,
organizations may also need to consider the long-term benefits of these technologies. While
the initial cost of adoption may be high, the long-term benefits of improved security and
accountability may outweigh these costs. Overall, cost-effectiveness is an important challenge
that must be addressed in the adoption of IoT forensic and trust blockchain technologies [17].
Organizations must carefully assess the risks and benefits of these technologies and consider
alternative solutions to ensure that they are making the most cost-effective choices for their
needs.

The conventional technique is subjected to challenges of Cost and security in the [oT forensic
hence, this paper constructed an Integrated Hadoop Blockchain Forensic Machin Learning
(IHBF-ML) model for security and cost reduction in IoT forensic environment. The specific
contribution of the IHBF-ML model is explained as follows:

1. Initially, the IHBF-ML model collects the data from the IoT nodes, and the data is stored
in the database. With the stored data information is being processed and evaluated to
retrieve the information from the node data.

2. The constructed model comprises the HDFS system integrated with cyberspace. Within
the HDFS the node data are stored and processed in a parallel manner with the use of
the MapReduce framework. The MapReduce framework model process the distributed
files in the network with the conversion of data.

3. The MapReduce framework model processes the data in a parallel manner with the
distributed file management with the smart contract-based Public blockchain model.
MapReduce framework performs the translation, extraction, and analysis of the feature
in the IoT nodes through a parallel process.

4. Smart contracts are implemented in Cyberspace with the Cyber-Physical System (CPS)
with distributed storage. The security analysis is improved with the smart contract-
based Machine Learning model integrated with the CatBoost model for anomaly
detection in the network.

5. The experimental analysis expressed that the cost of the IHBF-ML system is reduced
compared with the other blockchain model. Security analysis stated that anomaly
detection rate increases effectively.
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This paper is organized as follows: Section 2 presented the literature review related to the
blockchain model with the security analysis. Section 3 explained about the proposed IHBF-ML
model for the cost reduction and security improvement in IoT forensic model. The experimental
analysis for the security and cost is stated in Section 4 and the overall conclusion is presented
in Section 5.

2. RELATED WORK

The forensic model is integrated with the blockchain to achieve the desire security and
improvement for the data processing. The review of existing literature associated with the
blockchain technology is presented. In [ 18] have bought out the importance of security in CPS
vide their model termed as “Security Automation through Blockchain Remediation and
Execution” (SABRE). The authors bring out that the most burdensome task w.r.t security in
CPS pertains to the operational security aspects. For example the routine update patch and
software management in CPS devices can be prone to complexities in installation, errors and
bug crashes. Thus, to obviate the same, SABRE model takes on the task of reducing this
complexity and step-up the security amongst multiple devices in CPS network. The limited
capacity model has been built on Ethereum platform and expected to work on large scalable
number of devices. The SABRE model has a command-and-control server enabled on a P2P
network on Ethereum Blockchain network. Each CPS device on the network has an agent
deployed which is enabled to communicate with the command-and-control server. SABRE
model has been tested on the opensource ropsten network of Ethereum which allows testing on
an absolute mirror of the Ethereum network, the only difference being it is not real Ethereum.
Ropsten network is designed for developers testing purpose on top of the Ethereum platform.
Testing ethers and gas expansion can be set to customized values. SABRE model has been
tested successfully in a limited scaled environment for firmware updates, certificate
management and network filtering and white listing. With respect to the storage issue,the
authors have assumed blockchain itself for holding the storage part. As per our survey and
conclusions though, the storage handling of zillion bytes of data being generated from CPS
will be a grave challenge to resolve.

In [19] presented centered their works on the security challenges per se IoT. The authors have
first discussed about the device classification methods employed for enhanced IoT security.
The authors emphasize subsequently based on their limited scaled experiment that IoT enabled
on Blockchain is prone to device identification based on linking and temporal pattern analyzing
attacks. With the help of applying a machine learning algorithm on a Blockchain network
deployed on IoT network, the authors were able to declassify users and devices accurately up
to 90 percent. To resolve this, authors have proposed three time stamp obfuscation methods
which on testing have been able to abbreviate the erstwhile 90 percent classification down to
20 percent only. For the experiment of their model, the authors collected dataset on the network
traffic for 30 IoT devices over two weeks. The obfuscation methods proposed by the authors
are able to evade the real time stamps of the transaction events indexed in the Blockchain.

Another take, on securing the CPS ecosystem of network in [20], introduces the concept of
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secure pub-sub (SPS). The authors first discuss about the traditional setup of CPS being
vulnerable to multiple attacks and unreliable intra data transmission services. They propose a
fair payment architecture associated with reputation. In the SPS architecture, the publisher node
publishes a topic on the blockchain and interested nodes subscribe to the topic by paying a set
amount. Subject to this, the publisher issues the keys to decrypt the desired information at the
node end and the information is shared. After the transaction event, the publisher marks the
node with a reputation score. Thus, in SPS, pub-sub basically refer to publishing and
subscribing mechanics. PS has three types of subscriptions based on topic, type and content.
The authors also discuss the fact that just like in Bitcoin stack-based scripts are used for
coordinating transactions, and similar stack based scripts are used in their schema. No
programming is possible for coordinating the transactions since it is not turing complete. The
authors also discuss the potential attacks on their proposed SPS model that may include the
kinds of denial-of-service attacks, re-entry attacks, collusion attacks or unfair mark attack [21].
The authors demonstrate mathematically that security of the model is satisfied for
confidentiality, completeness, fairness and anonymity. The model“s performance evaluation is
done on Core(TM) i5 CPU 3.00 GHz with 4 GB RAM on ethereum platform but no detailed
results and analysis has been mentioned. Though the authors have mentioned exploiting smart
contracts built on solidity but the same has not been discussed as to where these have been used
for. The storage issues peculiar to large data sets from a CPS network have not been touched
upon.

A bidirectional linked blockchain enabled with chameleon hash function is thus proposed by
[22] enabled on a new consensus algorithm termed “committee members auction”. The authors
have established the targets based on an experimental setup enabled on a 18.04 LTS machine
with Core 17 processor and 16 GB RAM. The simulations have been done for proof-of-work,
proof-of-stake and “committee members auction” consensus. “Blockchain Trust Evaluation
Gateway” concept has been proposed in [23] which works towards building up trust among
billions of devices expected to participate in times ahead in the complete IoT ecosystem. The
authors have proposed three trust evaluation functions including Individual to Individual (I121),
Machine to Machine (M2M) and Machine to Individual (M2I) for resolving device online
authentication problem in IoT environs. The work is theoretical and conceptual. The major
components of proposed architecture include wallet for coordinating and controlling token
transfer among IoT nodes, trust evaluation data base which basically include authenticated
added devices. The authors have envisaged a permissioned blockchain network and have not
discussed per se any storage issues and servicing nodes envisaged from an [oT ecosystem of
things.

IoT and CPS enabled with trust and verifiable, explicit and quantifiable system components
are termed as Cyber Physical Trust Systems (CPTS) in [24]. The authors have proposed two
schemas for CPTS enabled on blockchain technology to attain peculiar security requirements
among devices viz authentication, non-repudiation, integrity and identification and also at the
same time resistant to spoofing and replay attacks. For the works submitted in this paper, the
authors have considered CPS to encompass all domains and subsets like manufacturing, water
management systems, smart cities, smart buildings, smart grids, [oT assisted living etc. The
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authors begin with a brief introduction to the CPS domain of how the heterogeneity of devices
creates inevitable security issues. Attacks peculiar to CPS environment via multiple means
have been discussed in [25]. Vide citing such attacks the authors have realised a problem to
resolve trust and integrity issues among CPS devices. Per se, trust in CPS ecosystem, the
authors interpret trust to reflect the reliability, integrity and trueness of data being generated
and exchanged among the devices. In [26] proposed possible data formats and templates for
storage and transmittance of digital smart contracts. Although the work has confined to keying
out requisite requirements peculiar to smart contracts only and not Ricardian contracts, but
defines a prelim stride towards encouraging industry acceptance of legally-enforceable smart
contracts in near future. In [27] proposed technique to generate smart contract automatically
interpreted from a human readable document contract enabled with controlled natural
language. The same has been attempted with simulated model on a Hyperledger fabric
blockchain platform.

3. HADOOP IN IOT FORENSIC

Hadoop is a popular open-source framework for distributed storage and processing of big data
sets. It is often used in IoT (Internet of Things) applications to manage and analyze the massive
amounts of data generated by IoT devices. With the increasing adoption of IoT devices, there
is a need for a scalable and efficient data processing system that can handle the large volumes
of data generated by these devices. Hadoop's distributed file system, HDFS, provides a scalable
and fault-tolerant storage system that can handle the data generated by IoT devices. Hadoop
also offers tools for data processing and analysis, such as MapReduce and Spark, which can be
used to analyze the data generated by IoT devices in real-time. This allows organizations to
derive insights from the data and make informed decisions. In addition, Hadoop integrates well
with other big data technologies, such as Apache Kafka and Apache Storm, which are
commonly used in IoT applications for real-time data processing and analysis.

Hadoop IoT Forensics and Cyber Trust Blockchain are two technologies that can be used
together to provide a secure and reliable framework for managing and analyzing data generated
by IoT devices. loT Forensics using Hadoop can help in the investigation of security incidents
and data breaches in IoT systems. Hadoop can be used to store, process and analyze large
amounts of data generated by IoT devices, and advanced data analytics tools can be used to
detect anomalous behavior or suspicious patterns. By integrating Hadoop with Cyber Trust
Blockchain, the security of the [oT system can be further enhanced. Cyber Trust Blockchain
provides a secure and transparent distributed ledger that can be used to store and manage data
in a tamper-proof manner. This can help in ensuring the integrity and authenticity of the data
generated by loT devices. In addition, Cyber Trust Blockchain can be used to manage the
identities and access control of IoT devices. By using blockchain-based authentication and
authorization mechanisms, the security of the IoT system can be further strengthened. Overall,
the integration of Hadoop IoT Forensics with Cyber Trust Blockchain can provide a powerful
framework for managing and analysing data generated by IoT devices, while ensuring the
security and trustworthiness of the system.

@ 154|V18.105



Seybeld

REPORT

B3N:A533-9200 DOI 10.17605/0SF.10/487GS

The Hadoop IoT Forensic framework model comprises of the Hadoop Distributed File System
(HDEFS) to process the data collected from the IoT devices. With HDFS system large files are
processes with single node based on MapReduce Framework. The HDFS model uses the
cluster-based approach for the local distribution of resources effectively to store and process
IoT data. The figure 1 illustrated the HDFS model for the remote location estimation model for
the Data Nodes within the cluster.

Remote Location - 1 Remote Location - 2

Data Node - 1 Data Node - 1

Replication

Data Node - 2 Data Data Node - 2

Data Node - 3 Data Node - 3

Write

Block Operation

Remote Location - 3

Update

Meta Data (Name, Replica....) |

Figure 1: Architecture of Hadoop

The Hadoop Architecture comprises of the three components such as HDFS, MapReduce and
YARN. Within HDFS it comprises of the three components those are Name Node, Data Node
and the Backup Node (or Secondary node). With the Name Node the architecture is estimated
for the master node for the computation of IoT architecture those are management in blocks
stated as Data Node in the meta-data format. MapReduce framework comprises of
programming paradigm in the centric approach to increases the intensive cluster environment
in distributed manner. The MapReduce framework comprises of three functions such as Map
(), Combining (), Shuffling (), and Reduce () for preparation of input data to derive the final
data. The deployed model is evaluated with the execution of the pcap tokenization process.
Initially, within the HDFS the data is divided into chunks with the mapping key pair values.
The data pairs are shuffled with the integration of data to generate the final results. The
environmental setup of the HDFS model for the forensic is presented in Figure 2. The modules
of HDFS scrutinize the IoT data traffic with different modules “data elicitation’, ‘malicious
vector’, ‘analysis modules threat analysis, and visualization module’. With the data elicitation
module data sources are identified with cyberspace which can be either Intranet or Internet and
comprises the network nodes.

Smart Contract Development: Firstly, a smart contract can be developed on the Ethereum
blockchain to store and manage IoT data in a secure and immutable manner. This smart contract
can be designed to store data related to [oT devices, their location, and their activity logs.

IoT Data Collection: 10T devices can be connected to the blockchain network using smart
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contracts. This allows the devices to write data to the blockchain in real-time. The data collected
can be used for forensic analysis.

HDFS Integration: The collected data can be stored in HDFS, which can provide a scalable
and efficient storage solution for large amounts of data. HDFS can also be used to store machine
learning models used for analysis.

Machine Learning Analysis: The stored data can be analyzed using machine learning
techniques to identify patterns and anomalies. This can help to detect potential cyber-attacks
or other security threats. Machine learning models can be trained on the data stored in HDFS,
and the results can be used to develop insights and recommendations.

Smart Contract Verification: Smart contracts can be used to verify the integrity and
authenticity of the data stored in HDFS. This can help to ensure that the data has not been
tampered with and can be trusted for analysis.

4 N\ ( \
Dats Malicious Vector Analysis Threat
Elicitation ;
Visualization

Hadoop Master

Network
Packet
Sniffer

Network
Analysis

i

Alert

Had
T Generation

Master

( . H
( E
-

Figure 2: Hadoop Framework for IHBF-ML

With analysis of the malicious vector, the logic is implemented with the incorporation of five
nodes. The initial node is the master or name node those node names and data need to be utilized
maximum level with Hadoop-Master. Those modules are followed by the additional data
comprised of Hadoop-Slaves from Node-0 to 3. Those nodes are configured with an HDFS
module with the generation of “pcap” sniffers for data elicitation.

3.1 Hadoop IoT Forensic with Machine Learning

With HDFS model IoT data is processed for the extracted fields to perform analysis based on
feature extraction and capturing od essential dataset features. Those features are classified and
processed for the IoT data classification with utilization of different machine learning model.
The architecture comprises of the IoT forensic framework as shown in figure 3. Finally, the
developed HDFS model utilized for the ML model performance evaluation matrices with
consideration of tested modules. The analysis architecture of IoT forensic comprises of four
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features such as: Data collection and information generation module, feature analysis and
extraction, Implementation of machine learning and analysis of different metrices efficiencies.

[ Raw Data ]

Retrieve Block
Information with
Store in Database multi integrity

: e Double Hashing
I Decide Significant Data l—-l Steller

Merkle Tree with
Ethereum

Cyber Space

Feature Data Cleaning
and Clustering

Multi-Node
MapReduce

Threat Visualization

I Stacker Hadoop Cluster with I | Cyber Evidence
ML Collection

Figure 3: Overall Process in IHBF-ML

The node header in Hadoop uses the cyber trust blockchain model with the characteristics for
the analysis. The analysis is based on the Cyber-Physical System (CPS) for the IoT forensic
activities that comprise the ecosystem that utilizes the transparency and visible in the network.
The CPS model uses the cyber blockchain for exclusive data transfer access and encryption
schemes. Within the developed model cyber trust enables public blockchain model is
implemented for the establishment and estimation of other possibilities in the network. The
dataset is stored in the realistic cloud server with the incorporation of blockchain technology
within the file storage system. In the developed model HDFS is act as the file storage system
those are conceptual in nature comprises of the agencies in the CPS system with smart
contracts.

3.2 Smart Contracts in HDFS Model

HDFS Ethereum Smart Contract HDFS can be utilized in [oT forensic investigations to ensure
the integrity and immutability of the collected data. By using HDFS, the data can be securely
stored and accessed from different nodes, making it easy to share and analyze the data.
Additionally, Ethereum smart contracts can be used to automate the process of data collection,
storage, and analysis, making the process more efficient and less prone to errors. When it comes
to [oT forensic investigations, it's crucial to collect and preserve the data in a way that maintains
its integrity and authenticity. By using Ethereum Smart Contract HDFS, the data can be stored
in a distributed ledger that is secured by cryptographic protocols, making it difficult for any
malicious actors to tamper with the data. Furthermore, machine learning algorithms such as
CatBoost can be used to analyze the data collected from IoT devices. This can help
investigators to identify patterns and anomalies in the data, which can be used to reconstruct
the events leading up to an incident. By using Ethereum Smart Contract HDFS in combination
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with machine learning algorithms, the data collected during IoT forensic investigations can be
analyzed more effectively, providing investigators with valuable insights into the incident.

i i
=
i

Hashing with Ethereum

Hashing Client
Dataset Storage

Data Uploaded in
application with

. browser
I R SRS Machine Leaming
with CatBoost

Figure 4: Smart Contract in IHBF-ML for IoT — Forensic
To store Ethereum smart contracts in HDFS for [oT forensic, we can follow the following steps:

Compile the Smart Contract: First, we need to compile the smart contract code into bytecode
using a Solidity compiler. To use a tool like remix to write and compile the contract. Once
compiled, we get the bytecode that we can deploy on the Ethereum network.

Deploy the Smart Contract: Once the bytecode is ready, we need to deploy it to the Ethereum
network. We can use a tool like Truffle to do that. The contract deployment will generate a
contract address, which is a unique identifier for the smart contract on the Ethereum network.

Store the Smart Contract Data: The smart contract data can be stored in HDFS as a file. The
file can contain the contract address, the bytecode, and other relevant metadata.

Index the Smart Contract: To use a search engine like Elasticsearch to index the smart
contract data stored in HDFS. Elasticsearch allows us to search and filter the data based on
different attributes like the contract address, bytecode, and other metadata.

Analyze the Smart Contract: Once the smart contract data is indexed, we can use machine
learning techniques to analyze the contract code and identify any potential security
vulnerabilities or other issues. One machine learning algorithm that could be useful for this is
CatBoost, a gradient-boosting library that can handle categorical data and is useful for
classification and regression tasks.

Retrieve the Smart Contract Data: Finally, when we need to retrieve the smart contract data
for forensic analysis, we can use Elastic search to search for the relevant contracts and retrieve
the data from HDFS.

This data set is further sent to IPFS server configured with following
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Swarm listening at /ip4/10.0.2.15/tcp/4001
Swarm listening at /ip4/127.0.0.1/tcp/4001
Swarm listening at /ip6/::1/tcp/4001

Swarm listening at /p2p-circuit

Swarm announcing /ip4/127.0.0.1/tcp/4001
Swarm announcing /ip6/::1/tcp/4001

API server listening on /ip4/127.0.0.1/tcp/5001

N o o bk~ D

8. Gateway (read-only) server listening on /ip4/127.0.0.1/tcp/8080

Once received at IPFS server, the hash of the data set is generated and visible at the user
interface. In addition to the account 1-SEG, remaining 10 accounts also have been configured
and added in the MetaMask to facilitate internal transaction. This has received from the IPFS
server network is stored in Ethereum Blockchain vide the deployment of the smart contract
grid.sol invoked. 138. The meta mask Ethereum transaction network Smart grid IPFS address
is set up as 0x6121e72032D792185192fe9b6fA03811fF9C7959. On activation of the
application, the smart contract Grid is invoked and gets deployed on the blockchain.

The smart grids are utilized for the collection of data with IoT devices that are defined in
definite parts at the right onset. The smart-enabled IoT devices use the buzz for the research
domain in the cyber trust blockchain for the storage and handling of the huge dataset in real-
time applications. The cyber trust blockchain model is illustrated in Figure 4 and Figure 5. The
blockchain enables IoT system comprised of the Inter File System for the cyber blockchain
with HDFS with a combine smart [oT environment. The public blockchain, model uses the
security scheme of the Cat Boost model for the processing and storing of large [oT forensic
activities. The data generated from the IoT nodes are evaluated for the different traces in
cyberspace for the management of the dataset. The cyberspace processing is performed with
the master node and metadata that influence the overall performance of the network.

Algorithm 1: MapReduce IHBF-ML
INPUT: Traffic Information in the IoT node
OUTPUT: Classification of network traffic malicious activities.
Begin
Load Hadoop traffic in the environmental setup
for every Packet capture Loop
Extract the traffic features
end for
Ranking of malicious activities through ranking algorithm
Compare features for control and configuration
Identification of malicious activities
Classification of network traffic cluster with machine learning
Validate the model.
END

Cyber IoT forensic activities comprises of the electronic records for the mathematical
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management and processing of the collected data. Through the legal admissibility the
authentication is performed and evaluated. The constructed model incorporates the evidence
copy within the multiple node files in the network. The master node is comprises of the data
related to multiple nodes and digest the master node to maintain the suitable and appropriate
document repository for the reduced cost with the data processing.

3.3 Machine Learning Model for Anomaly Detection

With the developed model it is aimed to minimize the cost and increases the security of the
data through the Hadoop nodes evaluated in the chunks. Based on the MapReduce codes are
executed the data in small chunks resulted in Hadooop master for the creation of separate files.
As the targeted forensic framework focused on the identification and prevention of Denial of
Service (DDoS) attacks.

To visualize the process comma-separated files are generated and stored in the administrator
for the actions. Initially, the IoT data were processed in the TCP dump in the mirror port with
consideration of switches those are connected to the IoT network with the data sniffing at
different time instances and duration for the different data amount and type of the network
traffic. Secondly, the constructed algorithm uses the Merkel Tree Ethereum for the conversion
of binary header traffic in to readable text files. Also, the pcap files are utilized for the
conversion of single file in to readable file formation for the filtered target packet to perform
analysis.

With DDoS analysis control flags flooding attacks are computed for the data processing and
estimation. The data is filtered and analyzed for the packet those are suspicious in the respective
sources those are launched in the distributed or non-distributed manner for the denial of service
for the server target detection to the destination. The classification is performed based on the
consideration of the malicious packet sets with consideration of the environmental factors with
the captured traffic. The collected data traffic is evaluated based on CatBoost machine learning
model for the reduction of cost and increased security in the IoT forensic.
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Algorithm 2: Threat Analysis with Machine Learning

Map Reduce Task to Find Malicious Packets and Threats */;

Mapperl()

/*Returns an intermediate key-value pair for each [Destinationip+Timestamp]
value*/

Begin

function Map(fileid a; file )

for all key k € file f do

if ( sum> PACKETLILMIT)

/*Would return the packet details if count per sec > PACKETLILMIT*/
return(key k; count [PacketCounter])

End

Reducerl()

/*Sums up all values for each [Destinationip+Timestamp] value*/

Begin

function Reduce(key k; counts [nol; no2; : : :])

initialize sum O;

for all count number € counts [nol; no2;: : :] do

Sum=Sum + number;

done

return (key k; count [PacketCounter])

*Would write to output file*/

END

Algorithm 3: Anomaly Detection with IHBF-ML
/*Map Reduce Task to Find Malicious Packets and Threats */);
Open OutputFile; /*Location from configuration file*/
Read MaliciousDDoSPackets; /*From outputFile*/
Read MaliciousDDoSThreat; /*From outputFile*/
PRINT:"Total Packets Scanned" + NoPackets /*Prints total packets scanned*/
PRINT:"Total Control Packets Found"+ ControlPacketsCounter
/*Prints total Control packets scanned*/
PRINT:" Malicious DDoS Packets" +MaliciousDDoSPackets
/*Prints malicious DDoS packets™*/
PRINT:"Suspicious DDoS Attacks" + MaliciousDDoSThreat;
/*Prints malicious DDoS attacks*/
END

The filter packets based on the type and characteristics are computed based on the captured
network traffic. With the implementation of MapReduce framework server receives more
traffic data those are configured with properties modification in the packets with consideration
of different sources per sec. With implementation of the CatBoost machine learning model
malicious activities in the 10T are evaluated. Through the developed model the configuration
values are computed with machine learning model those are utilized for the application
execution based on the consideration of environment with consideration of data captured in the
malicious packets.

3.4 Feature Analysis

Within the feature extraction modules all parameters are optional with the computation of
statistics those are changes based on the requirements. With the feature extraction in the HQL
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it comprises of the “group clause” those are processed within MapReduce algorithm to achieve
significant performance characteristics. MapReduce framework model comprises of the
mapping, tokenization, shuffling and sorting implemented within the Reducer module utilized
for the key value pair searching and reduction with use of hash values represented in equation
1.

Input :<kl; vl >=>map => =>|| combiner || => reduce=> < k3; v3 >: Output (1)

With the Hadoop Cluster the database architecture are optimized with the feature extraction
modules implemented and tested in Machine learning platform. The analysis is performed
based on the consideration of the Internet traces those are executed in parallel manner with the
network traffic capturing with estimation of feature such as node ID, position and other
environmental parameters.

4. SIMULATION RESULTS AND ANALYSIS

Simulation of IHBF-ML model is demonstrated and conducted for the analysis of the IoT
forensic ecosystem blockchain. The simulation is implemented in Linux machine with 15
processor with the RAM memory of 4GB of Ubuntu. The performance of IHBF-ML model is
evaluated with the HDFS system for the increase in security and reduced cost-effectiveness.
The credentials of the IoT nodes are presented in table 1.

Table 1: IoT nodes credentials for experiment

Node Public Key Private Key

1 0xB0908B6e032fF8F79524292E9B017 | £399ae6ed4c92851a28f179ac9bc7140ceb4f0
5bD713F6aeD 3b6d30635af5bdfc0701e7876¢

) 0x25E1DED38B2ec0839ccE6787225¢ | 5dal9b4ddf3775714826ad4eb28101e8cf5e57
8Cc41bE8BbH97 85875116928bb41f4811¢385bb6b

3 0x784b5cbA80069059EDE9cCF5a7d4 | c¢7b8656b422aace74586da37d7372431fel4d
c0F9001D0Aaf cbc67030047a64b239b7c083519

4 0x1a702009E32F7435d5¢c95dD172a4 | 059b3¢037d9db7617a46f166¢32b48612b6ca
F54DEeldcC7 6758cf73ffdd9a847f2eacc4ead

5 0xC9eC5bEc83028 Ad3BFcbF4767Ad1 | 90d93f804064e8b877c090f6acf7acbh32e522¢
d831a6011749 95bdf2e980717f98b33395a514

6 0xe9d7e¢06Ef1Be5F1336090550909729 | 28a66f08f7aede7a78b1107db6c18a9785193
A64dA74599 503b9be9b553 1actd8618a2232¢

The Blockchain technology with cyber trust model comprises of smart contracts for the token
exchanges between the nodes. Experimental analysis comprises of five tokens those
implemented in the IoT forensic ecosystem for the data transmission. The IoT vehciles are
computed based on the utilization of the machine learning model with Hadoop for the reduction
of cost in the network. The optimal threshold set for the information exchanges between nodes
are presented in table 2.

Table 2: Token exchange set parameters

Node in Cluster | Energy Level | Number of Hops | Residual Energy | Threshold Level
5 1Joules 3 >1] 0.5
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In the simulation of the data exchange between the nodes are stored in the cyber space enabled
Hadoop distributed file system. The HDFS enabled public blockchain model for the IoT
forensic activities uses the transaction details within the space as presented in table 3. The
generated model uses the 50 Ethers for the transaction in the balanced state. The exchange
token between the nodes are evaluated with the periodic maintenance for the nodes and service
billing process.

Table 3: Transaction Details of Ethers

. Initial | Final | Generated

Node Public Key Ethers | Ethers Blocks

1 0xB0908B6e032fF8F79524292E9B0175bD713F6aeD 50 58.52 133

2 0x25E1DED38B2ec0839ccE6787225¢8Cc41bESBb97 50 59.83

3 0x784b5cbA80069059EDE9cCF5a7d4c0F9001D0aAF 50 57.61

4 0x1a702009E32F7435d5¢c95dD172a4F54DEeldcC7 50 48.74

5 0xC9eC5bEc83028 Ad3BFcbF4767Ad1d831a6011749 50 56.32

6 0xe9d7e06Ef1BeSF1336090550909729A64dA74599 50 4394

The smart contracts are deployed based on the designed criteria with the foreseen en-route data
transmission in the nodes. As the model aimed to reduce the transaction cost the estimated cost
for the all the variables are presented in table 4.

Table 4: Cost Estimation

Slow Data Transmission | Average Data Transmission | Fast Data Transmission
0.00018 0.00029 0.00037

The total number of blockchain in the account is configured with the node ID other device
components in the ecosystem. Those are co-ordinated with the transaction of the each devices
those perform the tokenization of the services offered to evaluate the transaction between the
different accounts. The interface transaction is performed with the full blockchain with the
application host of http://localhost:3000. The designed model comprises of the HDFS based
Hash generation with the Merkel Tree. The generated has for the intratransaction are presented
in table 5.

Table S: Intra Transactions amongst IoT devices

Block
No
0xb3Fd8Bb9c3B4516019 | 0x12C24414CE5A3898F | +24.25 | 0xblc179d5¢7e896d37f54¢2 | 134
AAE4502D359DD8F4A3 | 80c0F03cf8788BC62c¢40F | ETH 6c6854ec9416d669364f55¢8
2414 17 3a4935189767901634
0x35C7cDBC49AF4e7Cd | 0x12f7355084bB3406297 | +12.75 | 0x5¢35898dfcb9d96ae5d27e | 133
1Bd2845ae91285BA758F | D8c7bDb6E676C4Dd58d | ETH 2abfa911271e6115¢d312120
9CC 35 bel10241acO0ed56db9a
0x19a47DE366b3bE7F62 | 0x5eea94611EA6e355beb | -12.50 | 0xd0a20908204ea3al78b01 | 132
7b266c653C1bcd84832C | 1843818155385578dBB4 | ETH a60944a9bf2bfcda80a8b4bb
5B c 34d5ce5ca3956¢caed0S
0x260B455D49566BD69 | 0x35C7¢DBC49AF4e7Cd | -10.75 | 0xbd290f4f439e11648ebf99 | 11
0Ec8c20d678117897fb46 | 1Bd2845ae91285BA758F | ETH 355f35cab7acf1b38fdcbc0f8

Sender Node Address Contract Address Tokens Transaction Hash
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2E 9CC d7bf13616095ef656
0x0A83B1d4dEcbE172C | 0x12f7355084bB3406297 | +11.25 | 0x329a13031d603e217cd1d 10
2030dB11al18F59F1f106d | D8c7bDb6E676C4Dd58d | ETH 2f4229661ef3f4b3e74bcc3c
4E 35 €49375¢180d29a28651

Ox5eea94611EA6e355beb | 0x84Ae4f4C1CbE012423 | -22.25 | 0x1226356868b8e¢840a1592 9
1843818155385578dBB4 | 3f40D205C93B49701418 | ETH 4073a01821092effe0b5a924f

The HDFS system timing for the data upload at different file sizes are presented in table 6.
Through analysis it is observed that uploading size of RAM is related to the IoT dataset. The
processing time with the machine are computed as presented.

Table 6: Processing Time of Machine

Time taken with machine
ToT Dataset "3°GB | 4GB | 6GB | 8GB
10 3.691 | 3.187 | 3.14 2.281
100 3.82 3.036 | 2.968 | 2.999
1000 9.925 19379 |9.456 | 9.629
2000 17.853 | 17.246 | 17.4 16.05
5000 40.486 | 38.988 | 37.789 | 39.418
10000 77.493 | 72.35 | 71.133 | 69.136

The Ethereum based public blockchain model computed for the transaction details those need
to be estimated for the 360 bytes size is presented in figure 5. The number of transaction blocks
are presented in equation (2) and calculation is performed as in equation (3)

. Sl Size of Blocks (Bytes
No. of transaction within blocks = - ( 4 ) (2)
Average transaction size (bytes)

No. of transaction within blocks = 1022200 ~2788.666 transactions (3)

Cluster Metrics

Sesech

st

FIISHED  SUCCEEDED

Figure 5: Memory processing in RAM

The security analysis is performed for the Hadoop Cluster model with consideration of the
machine learning model implemented with the CatBoost model for the attack detection and
classification. The scan is conducted for the IoT total packets of 368743861 with the control
packets of 136828. Through the scan the malicous packets identified are 38681 with the
suspicious instances of 582. The security analysis is performed with the CatBoost Machine
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learning model for the classification of attacks in the network. The performance metrices
considered for the analysis are presented as follows in table 7.

Table 7: Parameters in Equation

Parameter Explanation Equation
True Positive (TP) The packet§ t.hose are classified correctly as malicious NA
or non-malicious
False Negative (FN) | The packets those are classified incorrectly as normal NA
False Positive (FP) The'n'ormal packets tl}o.se are classified incorrectly as NA
malicious or non-malicious
True Negative (TN) The normal packets those are classified correctly as NA
normal
TP + TN
Accuracy Overall classification results
TP + FN + FP + TN
.. . . TP
Precision Exactness of classification —_—
TP + FP
. . FP
Type — 1 Error It is defined as False Alarm or False Positive Rate _—
FP + TN
. . . FN
Type — 2 Error It is stated as False Negative Rate or Miss Rate —_—
TP + FN
e . TP
Recall Or Sensitivity | It measured the completeness of quality _—
TP + FN
o . TN
Specificity It computes the True Negative Rate _—
FP + TN
2 * Precisi Recall
F1-Score Estimate the harmonic level of precision and Recall - I‘('BC.ISIOII - tecd
Precision + Recall

NA* - Not Applicable

With [HBF-ML model network traffic are monitored with increase in network size for the
increase in the system with increases in same ration with the maximal utilization of the
available resources and maintains the constant values. The obtained values focused in the
security and cost-effectiveness for the attached number of nodes ad replica of the HDFS input
or output. The processing time is evaluated within the cyber space either it increases or
decreases the replica number with the increase in Data Nodes. The classification performance
is presented in Table 8.

Table 8: Classification Performance Analysis

Class Accuracy | Precision | Recall | F -Score
Malicious 0.9956 0.9946 0.9956 | 0.9946
Non - Malicious | 0.9972 0.9973 0.9957 | 0.9937
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Figure 6: Measured Machine Learning Model for Security

The performance of IHBF-ML model performs effective statistics for the obtained data to
evaluate the performance of IoT network is presented in figure 6. The precision provides the
decision about the prediction of correct results to derive the output from the framework
obtained through the CatBoost Machine learning model. Finally, the measure evaluated the test
to derive the expected results. The accuracy is computed with the 0.99 with recall and F-score
value of 0.99 and 0.99 respectively. The computation process is evaluated for each boat for the
transmission of 10 every data. The cost utilized for the IHBF-ML model is comparatively
examined with the public blockchain model achieves the overall coast of $18,000,000as
presented in table 9, the costs for the developed IHBF-ML model is evaluated based on the
consideration of different factors into consideration. The considered design parameters are

Network Size — 10,000 Nodes

Data Storage — 1 petabytes (1,000 TB)

Data processing — 100,000 transactions/ second

Hardware Cost - $ 1,000 /nodes

Software Cost - $ 500/nodes

Maintenance and Support - 20% of the hardware and software cost per year

Table 9: Computation of Cost

Parameters Values/ Details | Estimated Cost
Network Complexity | 10000
Blockchain Protocol | Ethereum
Hardware Servers, Backup, Recovery, | Number of nodes: 10,000
Storage and Networking | Cost per node: $1,000
Equipment’s Total hardware cost: $10,000,000
Software Ubuntu, Ns3, JSON, Python, C Number of nodes: 10,000
++ Cost per node: $500
Total software cost: $5,000,000
Implementation Planning, Installation, Data | Total hardware and software cost:
Timeline Ingestion, processing, | $15,000,000
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Visualization Annual maintenance and support cost:
Maintenance and | Software update, Maintenance, | $3,000,000 (20% of $15,000,000)
Support Backups, User Support, System

Monitoring, Compliance

Regulations
Operational Cost Initial cost: $15,000,000 (hardware and software)

Annual maintenance and support cost: $3,000,000

Total: $18,000,000

Table 10: Comparison of Cost

Blockchain Technology | Annual Cost
EOS $ 29,000,000.
Steller $ 23,000,000.
ITHBF-ML (Ethereum) $18,000,000

1]

h
ta u

$ el Cost

o
0]

o

EaOs St=ller THBF

Figure 7: Comparison of Blockchain

In Table 10 and Figure 7 the cost for the proposed IHBF-ML model performance is
comparatively examined with the conventional blockchain model such as EOS and Steller. The
developed model performance cost comparison is performed for the different blockchain
network with an estimation of the approach cost values. The multichain model exhibits a total
cost of $15,000,000, Ethereum only requires the implementation cost of $500 for the contract
implementation. The developed loT forensic model achieves an overall cost of $18,000,000.
The implemented THBF-ML model is compared with the conventional Steller blockchain
model while it requires the total computation cost for the cyber trust blockchain cost of
$ 23,000,000. The simulation analysis confirmed that the IHBF-ML model significantly
minimizes the cost and increases the security in the cyber trust blockchain processing.

5. CONCLUSION

The IHBF-ML model is an Integrated Hadoop Blockchain Forensic Machin Learning that
integrates the Hadoop Distributed File System (HDFS) with the MapReduce framework. This
integration allows for parallel processing of 10T forensic data, which can significantly reduce
the processing time and cost. In the IHBF-ML model, the data collected from IoT devices is
first stored in the HDFS, which provides a highly scalable and fault-tolerant storage system.
The MapReduce framework is then used to perform parallel processing on this data to extract
useful information and detect anomalies. To ensure the security of the IHBF-ML model,
Ethereum smart contracts are used to enforce the rules and regulations for data access and
manipulation. These smart contracts are stored on the Ethereum blockchain, which provides a
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tamper-proof and decentralized platform for executing the contracts. The use of machine
learning algorithms, specifically the CatBoost algorithm, is also incorporated into the IHBF-
ML model for anomaly detection. The algorithm is trained on a dataset of normal and abnormal
IoT device behavior, and it can identify anomalous behavior that may indicate a security breach.
The IHBF-ML model has been evaluated through experimental analysis, which has shown that
it achieves a cost of $18,000,000, significantly lower than other blockchain models.
Additionally, the security analysis has demonstrated a high anomaly detection rate of 99%. The
IHBF-ML model provides a cost-effective and secure solution for IoT forensic through the
integration of HDFS, MapReduce, Ethereum smart contracts, and machine learning algorithms.
It has the potential to improve the efficiency and effectiveness of loT forensic investigations
while reducing the associated costs.
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