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Abstract

The internet of Things (IoT) plays a significant role in the world’s major fields, including the economy, the
medical field, weapon systems, social networks, and other potential avenues for human interaction. The issues
that the entire worldis currently dealing with because of the pandemic are managed substantially by the IoT. In
the Covid-19 scenario, systems based on the internet of things are used to monitor patients to preserve the
protocols. In addition, a variety of web-based applications areacquired to interact with individuals and assist
them in locating solutions to the numerous problems that have arisen during the lockdown period. Intensive
research has been conducted using IoT and web services to address the potential challenges that arose during the
Covid-19 conference. This paper presents an exploratory analysis of using the Internet of Things and Web
Services to address pandemic challenges. In addition, we present a statistical analysis that employs IoT devices
to find solutions to current pandemic issues. Moreover, we depict how web services are currently used to gather
data, identify, and provide precise information in each area or globally to handle pandemic concerns

Index Terms: Internet of Things, IoT, Web-Services, Covid-19, Pandamic Challenges.

I. INTRODUCTION

The term “ToT” can be defined as a collection of various techniques that automatically operate
in a network without human interaction. The term IoT is also described as the connection
between two computing devices working usingthe internet. These devices are embedded in
everyday objects and used to send and receive data [1]. Besides, 10T has recently acquired
significant attention and strong research support in a variety of academic, industrial,
technological, economic, political, and other social areas. But in the sphereof medical
sciences, the usage of loT has drastically changed how individuals are treated [2].
Additionally, more customizedsystems have taken the place of traditional diagnosis tech-
niques, improving patient monitoring and treatment. As an Identify applicable funding agency
here. If none, delete this.

Result, diagnosing each person is now easier than it used to be. Internet of Medical Things
(IoMT) is now playing a major rolein the medical sector. It provides lower expenses for 10T-
baseddevices and much better services than conventional systems. Italso includes various
advanced features and an efficiently un- derstandable user experience. In the 0T, there is no
limit to thenumber of connected devices. It all comes down to transferringdata or sending
useful information between devices. However, for the effective use of data, several other
technologies must work together. Resultantly, 10T is a collection of a variety of technologies
and domain knowledge [3].
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The 10T has recently developed a plethora of medicaldevices whose functions have garnered
considerable attentionin the healthcare sector. These devices play an importantrole in
dealing with various stages of infectious disease. For instance, during the covid-19
pandemic, patients must beactively engaged with their physicians during the differentphases
of the disease. In this study, we evaluate the role ofloT and web services technology in
the Detect, Trace/Track,Recovery, and Vaccination phase of the COVID-19 response.Since
COVID19 is very contagious, therefore even a person without any symptoms can quickly
carry the virus duringthe first phase. This phase is the detection of COVID-19,and a
quicker diagnosis is needed during this phase. Whena patient is diagnosed quickly, the
virus can be kept undercontrol and the right treatment can be given to the patient
efficiently. 10T devices can speed up detection by collectinginformation about the patient.
This can be done by taking bodytemperatures with various tools, getting samples from people
who might be sick, and so on. Once a patient with COVID-19has been found, the second
phase, called "track/trace,” is a veryimportant stage of the disease during which he or she
mustbe kept away from other people for the duration of treatment.In this phase, 10T devices
can check on patients remotely tosee how their treatments are going and if they are
followingthe authorities’ orders to stay at home. Also, they can clean places without help
from people. Some of these are the useof tracking wristbands and devices that can clean the
air. The Centers for Disease Control and Prevention (CDC) [4] says that most people with
mild symptoms can get better on their own without treatment, but there is no guarantee that
they won’t get sick again. COVID-19 symptoms may change if you get re-infected.
Concerning these possible re-infections during the post-recovery phase, the chance of
symptoms coming backand the risk of spreading the disease can be high. To stopthis,
social distancing needs to be followed with the help of IoT devices. Some examples are bands
and crowd monitoring devices that follow people and keep the right distance. Duringthe
COVID-19 epidemic, 10T technology has been used to helppatients, medical professionals,
and government officials.

Moreover, many devices made with 1oTs are very usefuland can help patients to fight
disease smartly. Smart goggles, helmets, wearables, thermometers, robots, and drones are a
fewnames. People can find and track infected people with these devices, and they can also
help them to get better. Duringthe early detection phase, devices like smart helmets, goggles,
and thermometers can be very helpful. These devices will helppeople to find others who are
showing signs of having the virus. If the virus is caught early, it won’t spread as much.
Similarly, robots, drones, and wearables can be used to keepan eye on patients, find people
who are close to them, andkeep track of them during all stages of the virus. Besides,
web services are an essential technology that helps a lot inthe fight against covid.

Web services can be defined as a compilation of diverse standards and open protocols that
facilitate the exchange of data among programmes or systems [5]. Several web services are
currently employing machine learning techniques in order to detect and diagnose various
respiratory conditions, such as tuberculosis and asthma. Organisations have utilised diverse
web services and Internet of Things (loT) technologies toadapt the original solution for
addressing the ongoing pan- demic. The implementation of Internet of Things (1oTs) and web-
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based services has mitigated the risks associated with thiswidespread disease. The COVID-
19 pandemic is considered tobe one of the most significant global health crises in recent
history, comparable in scale to the influenza crisis of 1918and the SARS (severe acute
respiratory syndrome) epidemicof 2003. Based on the World Health Organization’s (WHO)
reports as of August 2022, the number of confirmed cases of covid-19 has exceeded 606
million, accompanied by a substan- tial mortality rate of approximately 6.4 million. The
primary factor contributing to the high number of cases and fatalities isthe transmission of
infection through human-to-human contact. The presence of both symptoms and non-
symptomatic carrierscontributes to heightened levels of contamination. Hence, the utilisation
of Internet of Things (IoT) technology, Artificial Intelligence (Al), and web-based services
for the managementof the Coronavirus is comparatively more efficacious and secure.

In this paper, we performed a systematic survey of thevarious IoT devices that are useful in
various tasks to eliminate the contamination of covid-19 among people. We’ve divided this
paper into various phases and classified the uses of variousloT devices accordingly. The focus
of this paper is to include and specify the needed 10T devices that are being used to protect
people and create awareness among them. Furthermore, we present the working of these
devices and their contributionto helping patients in society this survey will help people
understand what devices are useful in which scenarios, which devices are used in early
detection of covid-19, and which devices will help in contamination prevention, and which
devices will help in virus treatment. We have also performed the inclusion of web services
and their utility in the same direction

The rest of the paper is organized as follows: Section 2 presents related work and Motivation,
Section 3 depicts Detectphase, Section 4 specifies the tracking phase, Section 5 shows the
Recovery phase, and Section 6 presents vaccination phase,Section 7 describes the role of web
services in detect, tracking,recovery phase. The analysis is concluded in Section 8.

II. RELATED WORK

The threat of viruses like this has been with us for a very long time. There is a new global
conflict every 100 years,a new virus that is even more lethal than the last one. The Internet
of Things and artificial intelligence will aid the fight against these viruses and has grown less
difficult as people have more tools at their disposal to maintain social distance and take care
of their overall health. These devices help peopleto take protection measures without
spreading the disease.

Several different virus strains infect humans across the globe. A variety of factors contribute
to them, but the most significant impact is on the public. These viruses are most dangerous to
both humans and other creatures and have apropensity to rapidly reproduce their species.
These Viruses include characteristics such as the ability to spread from animals to people and
back again. It is easier to combat viruses like this today than it was in the past. If we discuss
previous viral pandemics and their causes, unfortunately, thereis no way to identify the
infection, help those who are ill or raise public awareness of pandemics. There is various
typeof disease it may have a global impact all at once. Thereare plenty that has evolved
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into a threat to the globe, as seen by the 1918 influenza pandemic and the 2019 covid-19
virus. When novel influenza or other illness arises, it quickly becomes widespread. However,
its first stages are difficult to identify and manage. It is also difficult to cure because of a lack
of knowledge about the virus or its strains. Some of the details of these viruses are obtained
from literature and are given as follows.

Ebola virus: It is one of the same kinds of virus and causes the disease known as Ebola
hemorrhagic fever, which wasfirst identified in 1976. The Republic of the Congo and Sudan
were the first epicenters of the Ebola virus’s spread throughout Africa. Human-to-human
transmission of Ebola from the fluidsor blood of sick people or animals to other people. In
1976,the first fatal epidemic of the Ebola virus [6] was documented.

Extreme variation exists within its strain, with a death rate of 71

Eliminating the Effects of Ebola Applying Web-Serviceswith the Internet of Things: The war
against Ebola employs both curative medicine and supportive care. Right now, two
medications have received US government approval for Ebolavirus care and treatment.
Inmazeb [7] is the first, and it’sa compound. The first medicine is a combination of three
different monoclonal antibodies, while the second drug is a single monoclonal antibody
referred to as Ebanga. 10T and cloud services are actively utilized for constant, remote mon-
itoring of patients. Radio Frequency ldentification equipment is employed throughout the
diagnosis, treatment, and reha- bilitation stages. Technology like cloud computing, wearable
sensors, and RFID (Radio-Frequency Identification Device) isemployed throughout the
process.

HIV (Human Immunodeficiency Virus): HIV [8], which firstemerged in the 1980s, is the
deadliest virus ever recorded. A virus that can infect human cells. Effects on Humans system,
particularly the T-Cells that aid the immune system in fightingillness. Damaged by this virus
are the T-Cells.

Infection with HIV Treatment Applying the Concepts of Web Services with the Internet of
Things: Although there is currently no cure for HIV, the virus can be managed with treatment.
With proper treatment, HIV can be managed by the majority of patients in as little as six
months. Medicines that work to stop the spread of STDs in general. Medicines for HIV are
Antiretroviral therapy for short (ART). Because HIV can only be transmitted by bodily fluids
or the secretions ofan infected animal or human, there is no direct use of 1oTs in HIV therapy.
Cloud computing is useful in this situation since it allows us to provide people with the facts,
spread the word, and get them to pay attention to the time constraints.

Hantavirus: This virus [9] first came to public attention in 1993. Although it can be spread
from one infected personto another, however, this virus is not as contagious as others because
it spreads through exposure to an infected object, suchas contaminated mice’s saliva. The
lung form of Hantavirus is commonly referred to as simply”’Hantavirus Pulmonary
Syndrome.”
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SARS-CoV: This Virus First Came to Light in 2002 and de-scribes the extreme nature of the
virus that causes severe acuterespiratory illness [10]. Humans, bats, and other mammals
shared a coronavirus species called SARS-CoV. This virus is representative of the RNA virus
family.

loT and other Web services technology in defeating SARS- CoV: An abundance of
pharmaceuticals produced with theaid of the convenience of Internet of Things
technologies.Companies can now acquire accurate information from theWeb-services.
Besides, accuracy in describing the variousaspects and other details of the virus that need
to be known. Rotavirus: It’s an RNA virus with two copies of their genetic material, like other
members of the Reoviridae family. Amongkids, this is a big health issue. This virus primarily
has a highfatality rate among babies. Common symptoms in childreninfected with the
Rotavirus [11] may have nausea, vomiting, diarrhea, fever, and pain in the gastrointestinal
region. Itarrived in 2008’s spotlight. RV5 and RV1 are just two ofthe vaccinations against
the virus that is now available on the market whereas, the dosages vary depending on timing.

Inclusion of loT-based gadgets in rotavirus: Doctors can keep track of their patient’s health
and any changes that may occur by various 10T devices. Besides, web services also aid in
compiling the record of virus-related data that is now available. Thereafter the era of Covid-
19 arises in 2019. Intensive research has already been included in the literature toidentify the
impact of covid-19 and solutions using 10T and Al.

The author of [12] tried to investigate the role of artificial intel- ligence in the analysis,
preparation, and fight against COVID- 19 (Coronavirus) and other pandemics. Because of
this, the authors have uncovered seven important applications of Alin the fight against the
COVID-19 pandemic. By compiling and examining all available data in the past, this
technology plays a significant part in determining whether a cluster of cases exists or not and
in determining where the virus will strike in the future. In addition, the author concluded that
healthcare organizations require decision-making technologiesto effectively manage the
COVID-19 virus and assist them in obtaining appropriate recommendations in real-time in
orderto halt the spread of the virus.

To combat the COVID-19 pandemic, the authors of [13] proposed a step-by-step process chart
that includes the fol- lowing steps: healthcare data tracking for remote areas; virtualgatherings
and communications; controlling and analyzing theinformation received; and taking actions
based on the reports received. The author of [14] provided a concise overview of many
different technologies that were discovered to be helpfulduring the covid pandemic. These
technologies include big data, cloud computing, artificial intelligence, actuators, smart
sensors, software, and virtual reality/augmented reality.

The author went on to discuss how these technological advance- ments [15] helped even while
the pandemic was still active. The treatment of patients, the storage of data about covid
patients, accurate decision making, the monitoring of patient statistics, the detection of
disease, the detection of attacks, smart beds, assistance in remote areas, and other applications
are also being discussed.
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Motivation: The Internet of Things and web services playa significant role in the fight
against the deadliest viruses in several ways. It aids in diagnosis, therapy, and recovery for
those infected with the virus. Still, there are some infections that we have not been able to
encounter threats far more severethan SARS’s CoV-2 covid. Although the Covid virus
wasresisted, ultimately machine learning and artificial intelligencebased on the 10T were used
to great advantage, allowing users to gain insight into previously unknown data. In this chain,
the government decides on safety measures and stan- dards to implement to reduce the number
of infections.

The utilisation of the Internet of Things has become prevalent in contemporary healthcare
facilities for the purpose of managingand addressing viral infections and various other
ailments. Ventilators, nurse robots, sanitising drones, mopping robots,and various other
Internet of Things (1oT) devices exemplify the range of technologies available. Among these,
MRI and ECG scanners, as well as heart rate monitors, serve as notable instances of 10T
devices.

The main motivation behind perform-ing this research on the topic of covid-19-based loT
devicesis to create awareness among people about various helpful devices and give insights
about the working of these devices. Even if no “miracle formula” is discovered, this survey
canbe beneficial for future developments, can shed light on issuesthat are either widely or
rarely discussed, and can improve society as a whole.

III. DETECT

The diagnostic phase begins with the detection phase, whichis the most crucial and first phase.
The detection stage aids specifics in determining the infection rate or the rate at which the
infection is spreading [16] in a certain area. There are a variety of apps and wearables that can
be used in the detectionphase introduced during lockdown periods. These develop- ments can
aid governments in analyzing people’s health data gleaned from a variety of 1oT-based apps
and web services. It’s not everyone’s cup of tea to do a thorough, one-on-one evaluation of
every person, but with these wearable objects and software, detection is a breeze. Since covid-
19 is a global pandemic and not a regional health issue; therefore, these toolsare very useful
in clarifying the precise numbers of infected people. Various tools and applications can be
utilized during this phase as discussed below:

A. Wearables

It is a device that helps to find information about the personitself. Some of the wearables are
discussed below:

1) Smart Helmets: Studies have shown that smart helmets [17] Significantly reduce the risk
of head trauma. When the helmet’s camera detects a person’s body heat, it immediately
records that person’s GPS coordinates and snaps a photo of them. Its significant utility
stems from its ability to showthe infected person or a person exhibiting similar
symptomsof covid-19. The infected person’s recent movements can be tracked by injecting
or implementing a location history feature. A basic workflow diagram is shown in fig 1.
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2) Smart Goggles: A further useful IoT device is smart goggles. This smart eyewear is
superior to thermometers since they require less engagement from the user [ 18]. The built-
in face recognition and thermal scanning feature of this eyewear make it easier to locate
potentially contagious or sick individuals in crowded settings. These glasses incorporate a
data chip that can be used to record information about a person, including their facial
features, for eventual identifica- tion. When used in large numbers, these glasses are ideal
for detecting contamination in a crowd. Some of the examplesof smart goggles and
helmets are shown in Fig.2. Smart Goggles thermal imaging device consists of a few
necessary parts: the optics, sensors and detectors, amplifying mechanism,signal processor,
and screen. Moreover, it can have additional protection such as a layer of rubber, sealed
housing, etc.

Return to starting position

High Temperature D
YES- cre gocs

Capture suspected face

Specify GPS location Send information to health officer

Figure 1: Work Flow of Smart Helmet
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P e
Figure 2: Smart Helmets and Goggles

3) Smart Thermometers: These pocket-sized thermometers [19] are ideal for use in screening
individuals since they are low-cost, space-efficient, and accurate to within a few degrees.
Many people’s data can be stored in these thermometers simul-taneously. They’re helpful
since they allow people to maintainsocial distance while testing for their thermal intensity,
unlike infrared thermometers, where people are closer together. There are infrared
thermometers that can reduce the risk of the infection spreading further. Some of the
examples of smart thermometers are shown in Fig.3.

B. Drones

Drones are just as handy as the other gadgets out there. Rapid screening of large numbers of
people is usually prefer- able since it relieves the stress of widespread contamination and
allows infected or symptomatic individuals to be isolated as soon as feasible. A better rate of
ecovery is another benefitof early diagnosis. Drones are also known as unmanned aerial
vehicles (UAVs) [20]. These devices can be employed forthe purpose of screening
individuals in locations that are not readily accessible to humans, thereby mitigating the
necessity
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Figure 4: Thermal Scanning Drones

For human interaction, a characteristic that is relatively more pronounced in the context of
thermometers. These may be more useful for locating polluted areas and speeding up the
screening of persons. Drones with thermal imaging capabilitiescan be quite helpful for crowd
screening in densely populated regions. Some of the examples of Drones are shown in Fig.4.
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C. Robots

In the context of speculative fiction, a robot with a human- like appearance and the ability
to mimic human movementand perform human tasks autonomously. One of the greatest
benefits of robots [21] is that they free up human workersfrom some of their labor.
Robots serve a crucial role andare incredibly helpful in many ways as we all battle a dire
scenario. Because it operates in people’s environments, it lessens the burden on individuals
and lessens the likelihood that an individual would catch an infection from another per- son.
These robots can also act as intermediaries in a variety of situations involving two-way
conversations. Although humansaren’t necessary at any point in the covid timeline, robots

play

g (

f;

Figure 5: Robots

A key role throughout. During the testing phase of detection,it collects samples from
people’s throats as shown in fig 5.

IV. TRACE/TRACK

To prevent the rapid spread of the pandemic, tracking indi- viduals is performed using various
methods or apps. A wide variety of 10T devices and services, as well as any other kind of web
service, can be used to perform the tracking. Sensing, reporting, and tracking an individual’s
particulars are the four main ways from which the tracking phase can begin. Various web
services and apps built on the 10T can be used to perform either individual scanning or mass
tracing. Certain smartphone applications have the potential to assist individuals in self-
diagnosing medical conditions by allowing them to assess theirsymptoms. Additionally, the
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tracking of large populations can be facilitated through the utilisation of diverse surveillance
devices such as thermal detectors, smart thermometers to measure and wearable technology.
The data that has beenacquired can be utilised to ascertain the present circumstances of
individuals. Here are some devices/applications which are mainly used to handle pandemic
situations:

A. Smart Applications

Tracking and detecting infected people are facilitated by Smartphone Applications [22] that
utilize data from GIS and GPS systems. Governments use a plethora of apps to keep tabson
covid patients and keep in touch with medical staff. These programs facilitate patient
monitoring and travel log keeping. Smartphone apps make it simple to look up where the
nearest containment zone is and where any covid patients might be located. The following
software is used in pandemic response:

1) Aarogya Setu: The Government of India’s Ministry of Information Technology and
Electronics created the app [23] to warn people if they encounter someone who has
testedpositive for coronavirus. Bluetooth is used to do the tracking and users are given
directions about infected people. It’s necessary to enable Bluetooth and our current
location after we’ve downloaded and installed the app on our phones. This program
allows us to test ourselves by responding to a series of questions. If this question is
answered in a way that suggests exposure to covid-19, the data is transmitted to
government servers. The app also includes guidelines for self-quarantine.

2) Trace Together: In order to acquire the widely used TraceTogether [24] application, it
is necessary to possessa smartphone equipped with Bluetooth functionality and a
Singaporean mobile number. This application utilises a contacttracing technique to inform
users about any recent, substantial,and potentially contagious encounters they may have
had with an individual who has tested positive for a particular condition. Neither the
user’s current location nor their Wi-Fior mobile network information is recorded by the
app. When two people are close together, their phones will use Bluetooth to temporarily
swap identification numbers. The User’s ID is encrypted using a secret key held by the
Singapore Ministryof Health (MOH) to produce this temporary identifier.

3) Covid Watch: The Stanford University community in California has had an impact on the
creation of the Covid Watch [25] app. Using this app, users can monitor their per- sonal
information and health without encountering potentially infected people. The wearer is
alerted discreetly via Bluetooth when they are near a “’positive” person, as detected by the
Covid Watch.

The applications used by various countries with their func- tions is shown in table 1.

4) The Corona Dataspende: The German government com-missioned the development of a
coronavirus-tracking app called covid Dataspende [26] that also tracks users’ core
temperatures, heart rates, and sleep patterns. This app monitorsa person’s health data by
means of wearable devices likesmartwatches and fitness bands.
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B. Drones

Drones of various kinds are being used to combat epidemics. In the event of a pandemic, drones
are used for the following specialized functions. Drone technology has the potential to lessen
the need for human intervention and access to previously inaccessible areas. For the
purposes of covid-19’s medical sciences, surveillance drones [34] best belong in the loT
category of tracking. The thermal scanners on board thesedrones allow them to monitor a
large crowd all at once or to focus on specific individuals. A data unit of people trackedby
these drones can be used to examine the symptomatic members of the crowd. This
straightforward block diagram (Fig. 6) explains the functions of these drones. A drone is
employed for the purposes of surveillance, searchoperations, detection tasks, and a range of
other applications. This technology employs Global Positioning System (GPS), cameras, and
advanced computational capabilities. A quad- copter or drone [35] is comprised of various
essential components, including a flight controller, an RC receiver (remote
controller)/transmitter, a Raspberry Pi (RPi), a Lidar Lite, an

Table I: List of Applications Utilized During Covid 19

List of Applications
App Name C?leg;?y Functions References
Aarogya India e Checks Pulse rate, sleep patterns,Body Temperatures [27]
Setu e Tracks People using smartwatches or fitness bands
Corona e Checks Pulse rate, sleep patterns,Body
Dataspende Germany Temperatures [28]
P e Tracks People using smartwatches or fitness bands
e Tracking people using encryption IDs
Trace To- . e Access users’ information
Singapore . e . . . 29
gether gap ¢ Providing notificationalarms when in proximity with [29]
infected people
Covid . . . .
Watch Arizona e Track people according to their travel history [30]
Uses contact tracing to track people
HaMagen Israel e . 1
alvlage Srae e Gives record of 15 days of lo- cation [31]
Social Russia e Track Patients infected with covid-19 [32]
Monitor-ing e Accessthe users information
Stop . ¢ Helps in Finding Contamination zones
Corona Croatia e (et-ting daily health reports [33]
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Figure 6: Constructive model of Drone

RF Transmitter, a BLDC motor, a Camera, and a Gimbal. Theflight controller serves as a
central component of the drone system. The system collects data and instructions from various
sources and transmits them to the Electronic Speed Controller (ESC). The Electronic Speed
Controller (ESC) has the capabil-ity to receive speed information from the flight control unit
andsubsequently regulate the operation of all the Brushless DirectCurrent (BLDC) motors.
RF (Radio Frequency) transmitting devices are utilised for the purpose of transmitting
information into the ECB’s network, allowing them to relay data and messages directly. A
personal computer (PC) is connectedto the ECB and performs all the complex calculations.
The personal computer is connected to sensors for both sight and sound.

Wi-Fi
Kinect - PC
o Embedded Controller
Soni¢c P
Sensor Board
g g ma— Motor Driver
’ -

PRRN— *'. T T
/Mic

I IMU

5

i

Motor 2 +
Encoder

Figure 7: Constructive model of Robot
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Via the utilisation of radio frequencies. The utilisation of an RCreceiver is employed for the
purpose of regulating the velocityof the BLDC motor. The Raspberry Pi (RPi) is a compact
computer that incorporates wireless capabilities, including Bluetooth connectivity. It
facilitates the acquisition of data from a camera and subsequently transmits this information
to the flight controller, which in turn relays it to the ground level. The gimbal is employed to
achieve camera alignment with respect to its intended subject. The Lidar Lite is a range
Locator that is utilised for its drone-like attributes of high efficiency, extended range
capabilities, and minimal acoustic disturbances. Additionally, it is employed for the
determinationof the quad-copter’s altitude.

C. Robots

There are many stages of a pandemic in which robots are crucial. Robots allow healthcare
workers to be located safely and effectively away from lonely patients. Robots of various
types are used in various diagnostic and surgical procedures, greatly assisting human doctors
and nurses. Robots are also useful in the pharmaceutical industry and in labs, where they assist
human workers and thus reduce the risk of infectionfor doctors and scientists. When
communicating with infected patients, robots [36] can also serve as a kind of intermediary. In
Fig.7, a basic block diagram is depicted to explain how a medical robot operates.

Each robot has the following parts: two motors with en- coders, a single motor driver, an
embedded controller board, an ultrasonic sensor, an inertial measurement unit, a personal
computer, a microphone and speakers, and Wi-Fi. The two motors are encoder-equipped and
wired straight to the ECB. The number of motor revolutions is measured by an encoder. The
motor driver is wired directly to the two motors and the electronic control board (ECB), which
powers everything.

The system regulates the motor’s speed. It uses ultrasonic sensors to detect obstacles and
measure their distance from thevehicle, while inertial measurement unit (IMU) sensors refine
and refine odometric calculations. Both sensors are hardwired

V. RECOVERY

The recovery phase holds significant importance within the course of a COVID-19 patient’s
journey towards regaining normalcy. During the recovery phase, a range of interven- tions
are employed for the initial management, subsequenttreatment, and overall recuperation of
an individual who has contracted an infection. The recovery phase, as indicated by previous
research [37], is widely recognised as the most challenging phase due to the necessity of swift
and frequent implementation. During this stage, it is imperative to isolate the individual who
has contracted the infection for a minimumduration of 14 days. Subsequently, administer the
necessary medications to patients utilising diverse techniques based on the Internet of Things
(10T) in order to minimise direct human involvement with the individual receiving treatment.
Ensuring comprehensive sanitization of the entire area posesa significant challenge in this
particular scenario. These all changes can be minimized using 10T and web services
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A. Wearables

Wearable Internet of Things (IoT) devices have the potential to assist in monitoring the
condition of individuals who are infected, as well as others. Ensuring an appropriate distance
between office workers and students attending educational institutions becomes particularly
crucial following treatment, when such separation proves challenging.

1) Smart Watches and Smart-Bands: These gadgets helpto keep constant tabs on vitals like
heart rate, pulse, sleep duration, and temperature. These Internet of Things devices also
aid in maintaining social distance by flashing red LED lights on users’ faces whenever
they make physical contact in a potentially hazardous environment. Smart bands [38],
whichare a collection of different Internet of Things devices can sense and capture data
from other devices. They have a limitedrange and indicate their presence with LED lights
if the personwearing them has a low heart rate or pulse. Because it is possibly a sign of
covid-19 infection. The market for bands andsmartwatches has grown rapidly since the

covid-19 pandemic.Some of the contiguity detecting and wearable devices are shown in
fig 8.

2) Contiguity Detectors: Currently, there is a return to normalcy as various industries resume
operations and studentsresume their education at schools and colleges. Consequently,
there is a concurrent escalation in the potential for transmis- sion of contaminants among
individuals. As the number of individuals venturing outside their residences increases, the
likelihood of reduced adherence to social distancing measures will correspondingly rise.
As a result of the presence of these contiguity detectors [39], individuals are able to focus
on theirtasks without concerns regarding the transmission of the virus.

Figure 8: Social Distancing Wearables

If the appropriate social distance is not maintained or when some patient is unexpectedly
close, these devices will soundan alarm.
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B. Drones

Drones are playing an increasingly important role [40] in the recovery phase and in different
contexts. Drones are used for both commercial and recreational purposes at this stage, raising
public consciousness about covid. Drones canbe broken down into the following classes as
discussed below:

1) Multi-purpose Drones. Instead of referring to different types of drones by different
names, we can simply refer to them all as multipurpose drones. On the other hand, it could
also be thought of as the sum of all possible types of drones.

2) Monitoring Drones: Curbing the global spread of virusesis high on the agenda of
governments everywhere today. To verify the same, adequate measures are being taken
to lessen interpersonal contact. Most nations took positive action,such as shutting down
non-essential public spaces, outlawing large gatherings of people, and instituting a social
distancing criterion to reduce interpersonal contact. The drones are very useful for
surveillance and to ensure that people are adhering to the quarantine measures to combat
the virus.

3) Delivery Drones: Drones with a cargo bay can transport samples to labs, deliver test
results, and transport medicalsupplies to patients. In addition, people in the most remote
areas, who lack reliable transportation, can benefit from dronedeliveries of food and
medicine. It’s faster than driving and helps people keep their personal space while doing
SO.

4) Sanitizing Drones: Aerial spraying with disinfectants is being done with the help of
sanitizing drones. The use ofthese drones makes the cleaning process quick and risk-
free. These drones also restrict the expansion of human labor. The disinfectant is stored
inside the drone, and its purpose is totake flight and spray the solution.

5) Informative Drones: When people in densely populated areas aren’t obeying the
government’s newly enacted regula- tions, these drones can broadcast audio messages to
educate them. Figure 9 depicts a few of the Drones.

Figure 9: Drones

@ 604 |V18.111



Séybeld

REPORT

SSIEaESat DOI: 10.5281/zenodo.10183852

C. Robots

Throughout the tertiary phase of the pandemic, robots servein a variety of capacities, not just
in hospitals but in other outlying areas as well. People are kept safely away from hazardous
zones by robots. Robots in the market are alsoperforming the duties of nurses in healthcare
facilities. Robots’pandemic-related tasks can be categorized as follows

1) Receptionist Robots: Because there are more people infected with the virus as the global
patient count rises, more people are likely to contract it through casual contact. Recent
developments have seen the reopening of schools and a general return to normalcy
following the lockdown; this includes the use of robot receptionists [41] in hospitals and
other facilities to directly interact with patients and visitors. These robots guide patients
and visitors around the hospital, providing accurate information without adding to the
staff’s workload.

2) Cleansing/Disinfectant Robots: To prevent the spreadof disease, these robots are used to
clean different areas of hospitals. These robots use a dry-cleaning and vacuumingprocess
on medical equipment [42]. These machines can eitherspray disinfectant over an entire
room or mop the floor using sanitizers. Fig.10 depicts a few examples of cleaning and
disinfecting robots.

3) Nurse/Surgical Robots: The Japanese government devel-oped nurse robots to help out in
hospitals during the pandemicwhen doctors and nurses were too scared to treat the covid
patients. As an intermediary between the patient and the physician, these [43] robots are
invaluable. The use of these robots lessens the likelihood of contracting the disease. These
robots serve a similar function to that of a nurse, assisting doctors in their work. Fig.11
depicts several types of surgical and nursing robots.

Figure 10: Cleansing/Disinfectant Robots
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Figure 11: Surgical and Nurses Robots

Food Ser. |= | Food Service
L.W. = Lab Work
Phar. = Pharmacy
Nur. = Nursing

Cl. = Cleaning

Waste Rem. |= |Waste Removals

Ref. = References

D. Smart-Phone Applications

In this third stage, the applications’ primary function is to provide and share the user’s health
information with relevant authorities and the user themselves. In this stage, regular use ismade
of rudimentary apps that serve to check symptoms. Someof these apps also advise on what to
do in terms of medical care based on whether or not the user exhibits symptoms ofthe virus,
and if they do, what those symptoms might be.

Table I1: List of Robots

Robots Origin Country | Food L. | Phaj Nur| ClL| Waste | Ref.
Ser.| W. - Rem

TUG Aethon(USA) Yes | Yes | Yes | Yes |« Yes [44]

Moxi Diligent Robots(USA) | * . Yes | Yes | . [45]
Roomba 17 17 Robots(USA) . . . . Yes | » .
RP-Vita 17 Robots(USA) . . . Yes | » ’ .

Relay Swisslog(Switzerland) | Yes | Yes | Yes | ¢ . Yes (48]
Dinsow CT Asia (Thailand) . . . Yes | ¢ . .

Ambubot Thailand ! ' Yes | Yes | » ' [47]
RIBA Japan . Yes | » Yes | » . .
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1) HaMagen: The Israeli Ministry of Health has released this mobile application. This
software employs a method of tracking infected individuals through their networks of
con- tacts. Almost two weeks’ worth of data on the infected person can be found in this
app. Users’ location histories and other data are transmitted to authorities via this app. If
HaMagen discovers that a user has come into contact with someone whois ill or
infectious, it will send them the necessary information.

2) Stop Corona App: The Croatian Ministry of Health introduced this app. Each user’s daily
movements and contact updates are recorded by this app. This app can also generate
health reports based on a person’s symptoms, which can be submitted or obtained.
Further, it aids government efforts to locate potentially hazardous contaminated areas.

VI. 10T’S IN VACCINATION

Many nations like India, the United States, the United Kingdom, Russia, and nearly every
other nation with oneof the best healthcare infrastructures have started distributing COVID-
19 vaccines after fighting the pandemic for almost a year. An efficient vaccine rollout is even
more important as daily infections rise and lockdowns have a negative impacton people’s
lives. The 10T is assisting authorities in this. Additionally, the use of 10T in the healthcare
sector began long before the COVID-19 pandemic. loTs play important roles in the
manufacture and distribution of vaccinations in a varietyof ways as discussed below:

A. Increased Productivity

A manufacturing facility’s IoT devices can collect data that demonstrates how the facility can
be made more effective. Dueto social distance requirements, many facilities are currently
unable to have their entire workforce present in the samelocation at once. For these plants,
automation can fill in the gaps, and loT devices enhance automated machines.

B. Supply Chain Openness

Transporting and storing vaccines is one of the biggestproblems facing vaccine rollouts. Since
vaccine storage must be done at extremely low temperatures, such as -20°C to - 70°C. loT
sensors are considerable in the temperature monitor- ing process. Additionally, these
gadgets/sensors can remotely check the temperature and other conditions inside trucks and
storage facilities to see if anything needs to be changed. Thesefeatures also guarantee the
security of their vaccines

C. Managing Data after an Injection

loT devices can be useful even after a patient has receiveda shot. Patients can use wearables
to be informed about the Covaxin and CoviShield vaccines and shots’ timing. In addition,
loT devices can assist hospitals in improving the efficiency of their record-keeping
procedures. The more ef- fectively these practices are implemented, the better hospitals can
track vaccination records. As a result, the overall vaccine rollout will be more successful
[48].
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Distribution of cases

Italy: 3.60 % (21,814,856 cases) ‘ Russia: 3.21 % (19,445,581 cases)

South Korea: 3.81 % (23,142,479 cases) Japan: 3.07 % (18,632,422 cases)

United Kingdom: 3.87 %

/"\\ Turkey: 2.75 % (16,671,848 cases)
(23,492,875 cases)

™ Spain: 2.20 % (13,332,976 cases)

Germany: 3.29% (32,095,854 cases) Vietnam: 1.88 % (11,405,711 cases)

Brazil: 5.67 % (34,397,205 cases)

France: 5.68 % (34,482,603 cases) '
India: 7.33 % (44,419,671 cases) —

United States: 15.85 %
(96,091,120 cases)

Figure 12: Distribution of Cases
VII. ROLE OF WEB SERVICES

Web services can be described as a compilation of various standards and open techniques that
facilitate the transfer of data between programmes or systems. A web service can also be
characterised as a user interface that delineates a set of operations and executes a specific
type of task. Theweb service is delineated using a conventional formal XML notation [49],
which encompasses indispensable particularsthat are obligatory for engaging with the service,
encom- passing the format of messages. The usage of these servicesin pandemics and their
operations during various phases are discussed below:

A. Tracking Phase

Web services such as www.worldometer.info [50] provide real-time global statistics
pertaining to various aspects of the world, including population, government, economy,
society, media, surroundings, water, energy, food, and medical care. Additionally, it provides
intriguing statistical data through a global population counter clock, the annual deforestation
rate, the concentration of carbon dioxide (CO2) emissions in the atmosphere, the report on
global hunger, and the aggregate energy consumption. Moreover, numerous statistical data
per- taining to various significant facets of the world are currently facilitating individuals in
accessing real-time analyses of the number of COVID-19 cases within specific geographical
re- gions. The cases are regularly updated and can be accessed directly on the website. The
website employs JavaScript and HTMLS5 as its fundamental programming languages, and has
made the source code publicly available for the purpose of facilitating collaboration among
developers in creating ap-plications and websites aimed at addressing various health- related
concerns, including the management of the COVID-19 pandemic. Fig 12 shows the
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distribution on cases among countries having a larger population including the US, India,
Russia etc. This chart helps to identify which country is most infected by covid-19.Also, Fig
13 shows the real- time data of everyday Covid patients worldwide Blue-dot global [51] has
been collecting data from multiple pharmaceutical and medicalpublications worldwide.

dally

Daily New Cases

Figure 13: Daily New Cases

They have then utilised various Artificecial Intelligence methodologies to analyse this data
and detect the evolving trends and indicators associated with the COVID-19 pandemic. The
primary objective of this data harvesting endeavour is to leverage big data in order to promptly
identify any global outbreak. Moreover, it possesses the ability to predict the global
dissemination of disease outbreaks and the potential ramifications that may be encountered
by the generalpopulation as a result of such outbreaks.

B. Diagnosis Phase

Several companies utilised machine learning methodologiesto conduct an analysis of human
chest radiographs with the objective of identifying preliminary indications of coronavirus
infection. Certain innovators have utilised artificial intelligence (Al) and machine learning
(ML) techniques to discern X-ray films that bear resemblance to those of patients with Covid-
19. These films are then prioritised for prompt review by medical professionals, thereby
reducing the duration of treatment for infected individuals who have been diagnosed. For
instance, the technique was also implemented by UC San Diego Health Systems.

C. Recovery Phase

Web-based platforms such as symptomate.com and pa- tient.info facilitate self-diagnosis by
offering comprehensive information regarding various symptoms. Upon thorough anal-ysis of
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the symptoms, individuals can seek appropriate treat- ment from a specialised medical
practitioner. This is a guide outlining the process by which patients can receive medical
treatment from the comfort of their own homes, thereby bypassing the need to visit a
healthcare professional in person. These services are available around the clock, without any
need for scheduling appointments.

Numerous pharmaceutical companies have also established an online presence through web
services in order to of- fer their services to individuals in need on a global scale.

New Cases vs. New Recoveries

New Recoverles New Cases

Figure 14: New cases vs New Recoveries

Online platforms such as netmeds.com, medlife.com, and other similar entities have
significantly facilitated the process of purchasing medications through digital means, thereby
enhancing accessibility for individuals. In response to the global pandemic, the organisation
is implementing various measures such as providing special promotions and expedited
delivery services for pharmaceutical products to better serve patients. These online platforms
have established a dedicated section for individuals diagnosed with COVID-19 who arein
need of medications specifically related to the virus. This allows individuals to bypass the
requirement of obtaining a prescription from a healthcare professional and directly accessthe
necessary medications for self-treatment during the early stages of the illness. A description
of recovery of corona patients is shown in fig.14 with respect to new cases.
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Other Aspects: In addition, numerous online platforms facilitate the examination of the
phenomenon wherein citycentres have experienced a decline in human presence, leadingto a
greater reliance on online services as opposed to offline alternatives. Furthermore, the
utilisation of data obtained fromweb services has facilitated the expansion of local enterprises,
enabling them to enhance their operations with greater ease and convenience. The online
presence of local businesses is experiencing steady growth as individuals are increasingly ad-
hering to stay-at-home measures in response to the significant surge in COVID-19 cases. In
addition, web services facilitate the growth of local businesses and aid individuals in adhering
to social distancing measures. Additional crucial measuresthat are required to prevent the
transmission of the virus to one’s body can also be maintained. Various countries have
requested popular binge-watching platforms such as Netflix, Prime Video, Hotstar, and other
streaming services to reduce the cost of their premium streaming plans.

The intention behind this request is to encourage individuals to remain at home for extended
periods of time. Additionally, the decrease in prices has resulted in an increase in the number
of usersfor each streaming platform. This has alleviated the burdenon both governments
and individuals. In crowded areas, there are several tools employed to detect individuals who
may be infected, such as smart glasses and helmets. The utilisationof Internet of Things
(1oT) technology facilitates government officials in identifying and locating containment
zones. In the restrictions situation when nobody was allowed to move outof their homes,
there were 10Ts only which helped peopleto convey with others and acquire essential
amenities within their households. The absence of 10T in the world would pose significant
challenges in effectively managing such situations.

VIII. CONCLUSION

Every person on this planet, including doctors and scientists,is impacted by the fight against
COVID-19. To combat the pandemic, a greater number of technological solutions have been
developed and implemented. The 10T and web servicesin general are extremely important
tools in the fight against this terrible disease. In this paper, we study different 10T architecture
and web services further understanding their utility in COVID-19. The entire scenario was
broken down into thesefour stages. 1. Tracking and tracing, 2. Detecting, and 3. Recovery,
and 4. 10T vaccination phase. During the first three stages of the COVID scenario, we
investigated loT systems and theirdeployment.

These technologies included wearables, robotics, drones, and applications. Additionally, we
investigated the rolethat web services play in the global distribution of data and information.
Therefore, both techniques offer a response thatis quite adequate for this kind of
circumstance. Consequently, more effective utilization of these technologies will be of
assistance in the treatment of people, the management of data for and about people, as well as
the recovery of patients. Sincethe authorities have active access to these tools, therefore, they
can respond more quickly and provide treatment and care fora greater number of people.
Resultantly, in a lower rate of deaths and hospitalizations caused by the infection.
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